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Introduction

You have been hired as an intern with CLOUDTech Inc. CLOUDTech is a Cloud Computing
consulting firm and Cloud Provider supporting thousands of clients in the region. The company
provides a wide range of services to support migrating client Information Technology
infrastructure to a Private, Hybrid or Public Cloud environment. You learned that the company
has multiple departments and you will start your internship working with the Cloud hosting
department customer support team.

The Cloud hosting department provides multiple platform and vendor Cloud hosting services
for Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a Service (Saa$)
and many other as a service offerings. The support team is responsible for helping customers
with any issues related to their Cloud infrastructure hosted at and provided by CLOUDTech.

You will perform hands-on exercises to learn about the OpenStack Cloud implementation
CLOUDTech uses to host customer Cloud environments.

3 Except where otherwise noted, this document is
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Lab Objectives
Learner will be able to:

e Access and navigate the OpenStack Dashboard

Labs 1 and 2
These labs will guide the student through navigating the OpenStack Dashboard.

(Note: This lab is designed to be completed on an NDG NETLAB System with the
IST198_ OpenStack_HXXX POD installed. The labs can also be completed on a physical
machine with the appropriate software packages installed, or a PC that has VMware
Workstation installed with the appropriate virtual machines configured).

Note: If the Openstack VMware Workstation environment is not configured for you, please
refer to the OpenStack VMware Workstation setup instructions included with the OVF files.

4 Except where otherwise noted, this document is
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Prepare the OpenStack Virtual Machines

1. Launch the VMware Workstation Pro application

(@) VMuware Workstation = e |
File Edit View VM Tabs Help | B = | | | i) |
Liby %
forany =5 My Computer l
‘ Q_ Type here to search - |
-
= N e @My Computer L
71 Openstack_Mitaka W3 Hame - Shatus
7] Openstack_WS_client2
Shared Wiz T 0penstack_Mitaka /S Powered off
(1 Openstack_W3_client? Powered off

2. Workstation should have two virtual machines (VM) installed; Openstack_Mitaka_WS
and Openstack_WS_client2.

Openstack_Mitaka WS - Vivhware Warkstation =8 E=RE
File Edit View VM Tabs Help | B~ | FoNCcNC) \ﬂ |
Libra x
17 (58] py Computer ] () Openstack_Mitaka_ws 1 [ Openstack_ws_client2
‘ Q, Type here to search -‘

@ Openstack_Mitaka WS

B Crpemey e sl machine
Shared VM ne settings
Mark a5 Favorite ol rmachine
Rename..
Remowe
@ Fower , | 868
Remavable Devices |3
Pause 8168
Auto detect
Send Ctrl +Alt=Del MaT
Grab Input 1 monitor
(5 Snapshot » |45 Take Snapshot..
Capture Sereen (50 Rewvertto Snapshot: Base Snapshat
A Manage b |55 Snapshot Manager
St Toelk 1 Base Snapshot 8/14/2017 2:40:08 PM
Settings

3. Ensure that the Openstack_Mitaka_WS is at the correct starting point by reverting to
the base snapshot. Right Click on Openstack_Mitaka_WS then Snapshot>Base
Snapshot. Repeat for the Openstack_WS_client2 VM.
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(E) Openstack_Mitaka WS - Vidware Warkstation [E=R[m=n|
File Edit ‘iew VM Tabs Help - ICHCICRE u|N=(=/
Library

('] Openstack_Mitaka_WS ("7 Openstack_Ws_clent2

@ Openstack_Mitaka WS

QU Type here to search -

Powwer an this virtual machine
S Edit virtual rmachine settings
[ Upgrade this virtuzl machine

Shared Wis

~ Devices
. Mernory 966
[d Processors 3

{2 Hard Disk (SCS) 80 68
“JCD/DVD (DE)  Auto detect
T Network Adapter NAT

| Display Lmanitor

¥ Description
Type here to enter a description of this
wirtual machine,

4. Power on both VMs by selecting one of the two VMs and clicking on Power on this virtual
machine. Repeat for the other VM.
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Lab Scenario

Module 1: OpenStack Dashboard

As part of your internship, CLOUDTech’s training department wants you to familiarize yourself
with the OpenStack Dashboard so that you can accompany a customer support team on a field
visit to a new customer, the XYZ Company, where the team will assist them in configuring their
infrastructure and launching their Windows and Linux cloud servers that they contracted with

CLOUDTech.

Lab Settings

The information in the table below will be needed in order to complete the labs. The task
sections that follow provide details on the use of this information

Virtual Machine (VM) | IP ADDRESS Account Password VM Type

Client2 10.220.0.2 Student P@ssword Openstack WS _client2
Serverl 10.220.0.30 root P@ssword OpenStack WS Mitaka
OpenStack Dashboard | 10.220.0.30 Student P@ssword Web Page Login credentials

Note: In this OpenStack VMware Workstation environment, the two VMs can be reverted back
to their base snapshot at any time. This means that you can explore or experiment without fear
of permanently damaging the Openstack environment. If you make a mistake that you can’t
recover from, then stop and revert the appropriate VM to the base snapshot and everything
will be back to a known good starting point.

Except where otherwise noted, this document is
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Run the lab setup script

Openstack,M\taka,WS-VMwarEWurkstatiun = =] @
File Edit ‘iew WM Tabs Heln | & O 0SS E
E‘ Openstack_Mitaka_WS ﬁ Openstack_W3_client2

Cent0S Linux ? (Core)
Kernel 3.18.8-514.26.2.e17.x86_64 on an x86_64

openstack login: root
Password:

To direct input to this Wi, click inside or press Ctrl+G, (=) % [7

1. Login as root with the Password: P@ssword

Note: The password is NOT visible as you type it

8 Except where otherwise noted, this document is
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Openstack_Mitaka_ WS - Whviware Workstation || == @

FCRN B ==

File Edit VWiew WM Tahs Help - i!

Eﬁ Openstack_Mitaka_W5 @ Openstack_WS_client2

CentDS Linux 7?7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password :

Last login: Tue Aug 15 B3:21:17 on ttyl
[root@openstack ~1# _

To directinput to this WM, click inside or press Ctrl+G, =g @ [7

2. After successfully logging in as root, you should see this screen. Continue to the next
page

9 Except where otherwise noted, this document is
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Openstack_Mitaka_ WS - Whviware Workstation || == @

FCRN B ==

File Edit VWiew WM Tahs Help - i!

Eﬁ Openstack_Mitaka_W5 @ Openstack_WS_client2

CentDS Linux 7?7 (Core)
Kernel 3.18.8-514.26.2.el17.x86_64 on an xB6_64

openstack login: root

Password :

Last login: Tue Aug 15 B3:21:17 on ttyl
[root@openstack "Mt ..-/config-labl.sh _

To directinput to this WM, click inside or press Ctrl+G, =g @ [7

3. Type the command; ../config/labl.sh and press Enter as shown in the screen capture
above to run the Module 1 setup script

10 Except where otherwise noted, this document is
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(5) Openstack_Mitaka_Ws - Viviware Workstation | |=E @
File  Edit ‘iew WM Tabs  Help ~ | B S0 = E S E
E‘ Openstack_Mitaka_WS ﬁ Openstack_WS_client2

Cent0S Linux 7 (Core)
Kernel 3.18.8-514.26.2.el7.xB6_64 on an xB6_64

openstack login: root

Password:

Last login: Tue fAug 15 B3:21:17 on tiyl
[rootRopenstack ~1# ..-config-slabl.sh

Creating a new project named XYZ Company.
Creating a new user, student, for the XYZ Company.
Updating XYZ Company gquotas.

Creating a public network.

Creating a public-subnet.

[root@openstack ~1# _

To direct input to this W, click inside or press Ctrl+G. == % D

4. After the setup command completes, you can minimize VMware Workstation.

Note: The script is complete when the [root@openstack ~]# prompt returns

11 Except where otherwise noted, this document is
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Lab 1: Access the OpenStack Dashboard

-

‘Openstack Mitaka WS - Vhware Workstation

File Edt View VM Tabs Help

T Openstack _Mitaka_Ws * | (7] Cpenstack 5. clentz

1. Onyour host PC, open an internet browser

Note: Openstack WS client2 is a CentOS 7 desktop VM that you can use as an alternate
to the host PC to accomplish all of the labs, unless specifically noted in the instructions.

12 Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



Module 1: OpenStack Dashboard

- n Login - OpenStack Dashbo,, * - +

€ O 10.220.0.30/dashboard/auth/login/fredt=;dashboard/ C Search ﬁ E 4+ # =

openstack

Login
User Name
student

Password

seesnane &

Connect

2. Navigate to http://10.220.0.30/dashboard. Login to the OpenStack Dashboard with the
username Student and P@ssword and press enter or click Connect

Note: User Name entries are not case sensitive, passwords are.

13 Except where otherwise noted, this document is
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4 3 = -E =]
_,-‘/ n Instance Owverview - Opens.. % \'-._ +
€ O 10,220.0.30/ dashboard project) (< Search ﬁ E 4+ @ @ =
u Openstack = XY Z Company = & student =
Project - Overview
Compute P
Limit Summary
Overview
Instances
wolumes
Instances VCPUs RAM Floating IPs =
Images UsedOof2 Used 0of 3 Used 0 of 3,072 UsedOof4
Access & Security
Hetwork i
Security Groups Volumes
Identity N Used 1 of2 Used 00710

Volume Storage

Used 0 of 1,000

Usage Summary

Select a period of time to query its usage:

3. This is the homepage of the OpenStack Dashboard as seen from the XYZ Companies’
customer perspective.

Continue to Lab 2.

OpenStack dashboard

The OpenStack Dashboard is a web-based graphical user interface that enables cloud
administrators and end users to manage OpenStack resources and services. The
dashboard is also known as Horizon.

Accessing the OpenStack Dashboard requires a user name and a password. Depending on
how the web site is configured, you can access the web page over http or https, for
example: http://<server_dns_name or IP Address>/dashboard.

14 Except where otherwise noted, this document is
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Lab 2: Navigate the OpenStack Dashboard

' =
,-'/ Instance Owverview - OpenS., X \"-, + EI@
J P L%

€& O 102200030 dashboard fproject, ¢ Search ﬁ E 4+ @& 9

Project - Qverview

Compute P
Limit Summary
Owerview
Instances
Yolurmes
Instances VCPUs RAM Floating IPs =
Irnages Lzed 0Dof2 Lzed 0of3 Used 0of 3,072 Used Oof4d
Access & Security
Network k4
Security Groups Volumes

Identity M Used 1 0f2 Used 0af 10

Volume Storage

Usged 0of 1,000

Usage Summary

Select a period of time to query its usage:

1. Note the following items at the top pane of OpenStack Dashboard, from left to right you
should see XYZ Company and Student. The XYZ Company is the name of the Project
and Student is the username that is currently logged on.

Projects, Users and Roles

As an administrator, you manage projects, users, and roles. Projects are organizational
units in the cloud to which you can assign users. Projects are also known as tenants or
accounts. Users can be members of one or more projects. Roles define which actions
users can perform. You assign roles to user-project pairs.

You can manage projects, users, and roles independently from each other.

You can add, update, and delete projects and users, assign users to one or more
projects, and change or remove the assignment. To enable or temporarily disable a
project or user, update that project or user.
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3 =[]
/ n Instance Owverview - OpenS.. 3 |
€& O 10,220,030/ dashboard/prajecty c Search B ¥ & 9 =
n Openstack = XY Z Company & student =
Frojects:
Project -
BYZ Company
Compute ~
Chverdew
Ingtances
Waolumes
Instances VCPUs RAM Floating IPs =
Images Used 0 of 2 UgedDof2 Uged 0 of 3,072 Uszed 0 of 4

Access & Security

Network v

Security Groups Volumes
Identity v Used 1 of2 Used 00710

Volume Storage

Used 0 of 1,000

Usage Summary

Select a period of time to query its usage:

2. The drop down menu, next to XYZ Company, allows the user to switch between
projects. In this case XYZ Company has only one project.

Projects

A project is a group of zero or more users. In Compute, a project owns virtual machines.
In Object Storage, a project owns containers. Users can be associated with more than
one project. Projects are also known as tenants. Each project and user pairing can have
a role associated with it. Projects can be associated with an organization, account,

customer, etc., and there are three projects that are installed with a default PackStack

Installation: admin, services and demo.

Note: For the NETLAB PackStack installation, the demo user account and demo instance
were removed.

16 Except where otherwise noted, this document is
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y 3 ==
_‘-'/ n Instance Owerview - OpenS.. ® \‘-,_ + IEI
€ ) P 10.220.0.30/dashbaard/praject! < Search %8B ¥+ & Q =
u Openstafk = X¥Z Company ¥ & student v
. # Settings
Project - Qverview © relp
Compute ~ P .
Limit Summary Themes.
verview Ilaterial
Instances
® Sign Out
Yolumes
Instances VCPUs RAM Floating IPs =
Images Used 0of2 UsedOof3 Used 0of 3,072 UsedOofd

Access & Security

Network v

Security Groups Volumes
Identity M Used 1 of2 Used 0 of 10

Volume Storage

Used 0of 1,000

Usage Summary

Select a period of time to query its usage:

3. The user drop down menu, next to Student, allows the user to make changes to the
Settings, access Help, switch between Themes, and Sign Out.

Users

Users associated in the admin role, can view, create, edit, and delete users, and change
user passwords. The Users tab displays only if logged in as a user with administrative

privileges. While creating users, the Role needs to be specified apart from username,
password, email address, and primary project. The default OpenStack installation comes
with three predefined roles: admin, member and demo. Adding a user with admin role
makes the user an administrative super user.

17 Except where otherwise noted, this document is
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_,"/ n Instance Owerview - Opend., % \‘\_ +
€ | @O F 10.220.030/dashboard/projects G | Q segrch w B ¥+ & =
n OpenstaCk = XY¥Z Company v & student »
.
Project - Overview CEen
Compute P .
Limit Summary Themes.
Overview Material
Instances
® Sign Out
Waolumes
Instances VCPUs RAM Floating IPs =
Images Used0of2 UsedOof3 Uzed 0of 3072 Used 0ofd

Access & Security

Network v

Security Groups Volumes

Identity V Used 1 of2 Used 0 of 10

Yolume Storage

Used 0of1,000

Usage Summary

Select a period of time to query its usage:

4. Select the Settings tab

Except where otherwise noted, this document is
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. . =
_.f' n User Settings - OpenStack .. % | 4 EI@
6_ (E:‘ 10.220.0.30 dashboard fsettings/ [ Q, fearch ﬁ E ‘ ‘ﬁ u =
n Openstack = XY Z Company & student =
Project - User Settings
Settings ~ .
User Settings
User Settings
+
Change Passwaord Language o )
English (en) E| Descrlptlon.

19

Identity v Modify dashboard settings far your user.
Timezone *
uTe E|
ltems Per Page * @
20 =
Log Lines Per Instance * @
35 o

Selecting User Settings under the Settings tab will open the User Settings pane where

you can make changes to the Language, Timezone, Items Per Page, and Log Lines Per

Instance

Except where otherwise noted, this document is
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, S =
_,l‘/ n Change Password - OpenS.. % \"l,_ + EI\EI
6. [OF1 10.220.0.20/dashboard/settings/password/ (& Search ﬁ E ¥ & 9 =
u Openstack = XYZ Company & student »
Project - Change Password
Settings ~

Change Password

User Settings

*
Change Password Current password

< Description:

Change your password. Y¥e highly recommend you
create a strong one.

Identity ©

New password *

Confirm new password *

Change

20

6. Selecting Change Password under the Settings tab will open the Change Password

pane, where the user can change their password or, if they have administrator rights,
they can change other user’s passwords
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Licensed under Creative Commons Attribution 4.0 License.



Module 1: OpenStack Dashboard

r N
Y n Change Password - OpenS.. % | =

: -IEI :
fes D'penstack Docs: Pike ] | +
€ ) D F 10.220030/dashboard/settings/password/ [ Q, Search ﬁ’ B 4 @ =
u openstack = XY Z Company = & student =

£ Settings
Project - Change Password
Settings &

Change Password

Themes:
User Settings
Change Password Current password * inti -
- Description: ® Sign Out
Identity v

Change your password, We highly recormmend yuu

New password * create a strong one.

Confirm new password *

7. The Help tab will open a new browser tab to the https://docs.openstack.org web page,
if your workstation is configured to allow an internet connection available

21 Except where otherwise noted, this document is
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=8 ECh <)
n Change Passwaord - Opens., X/E Openstack Docs: Pike X\\+
= (D @ httpsysdocsopenstack.aorg/pike/ G || Q seqrcn ﬁ' B ¥+ @ =
—
== openstack Q SEARCH

SOFTWARE » USERS COMMURNITY + MARKETPLACE EVENTS + LEARN =

Welcome to OpenStack Documentation

What is OpenStack? CpenStack is a doud operating system that controls large pools of compute,
storage, and networking resources throughout a datacenter, all managed through a dashboard that
gives administrators control while empowering their users to prowision resources through a weh
interface.

What Are The Next Steps?

Wiew The Docs @ Get OpenStack @ Get Training @

Documentation for Pike (August 2017)

m

Docs J0IN - LOG IN

Tim Bell
OpenStack Operator

More Releases & Languages -

22

8. This is the Openstack.org homepage.
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r N
/ n Change Password - OpenS.. % | 4

=5 [E=R 5
€ ) O F 10.220.030/dashboard/settings/password/ [ Search ﬁ E 3 # 9 =
u openstack = X7 Company & student =

¥ Settings
Project - Change Password @ relp
Settings 2 Th .
Change Password Bmes
User Settings
Material
Change Password Current password * e
= Description: ™ Sign Out
Identity k4

Change your password. We highly recormmend yuu

New password * create a strong one.

Confirm new password *

23

9. Changing between the Default and Material Themes will alter the web page’s
appearance (not shown). All screen captures in the instructions were taken with the

default theme
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- . o |[- &
__}f/ n Change Password - OpenS., X \‘,\_+
€& D& 10.220.0.30/dashboard/settings/passnard/ c Q, Search ﬁ E 4 & O =
n openstack = XYZ Company & student =
£ Settings
Project - Change Password @ +elp
Settings & Th .
Change Password Bes:
User Settings
. Material
Changs Password Current password D . t .
. escripuon:. o Sign Out
Identity v Change your password. ¥We highly recomrmend yu

New password * create & strong one.

Confirm new password *

24

10. The Sign Out tab logs the user out of the Dashboard web page
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I Orerview

Instances
Wolurmes
Images

Access & Security

Network %7

Identity k4

[E=1 | Eem| =)

w B [nstance Ovendew - OpenS.. % ."-, +

€ © 10,220,030/ dashboard fproject,

n Opens‘[ack M= Y7 Campany *
Project -~ Qverview
Compute

Limit Summary

Instances

Used D of 2

Security Groups
Used1of 2

Volume Storage

Usged 0 of 1,000

Usage Summary

C fearch

VCPUs RAM
Used 0of 3 Used 0of 3,072
Volumes

Used D of10

Select a period of time to query its usage:

wB ¥ & O =

& student »

Floating IPs L
Used 0 of 4

11. The Overview pane has several icons which represent the resources that the customer
purchased. As they start deploying their cloud instances, the icons will change colors to
indicate what has been used and what remains.

Note 1: In a real world deployment, the customer would be able to use the “Select a
period of time to query its usage:” In the VMware Workstation environment the VMs

are reverted to a snapshot, therefore this feature will not function.

Note 2: Resources are allocated by the provider, so what this Overview is showing is a
very limited set of resources. These resources are configured based on customer needs
and would be negotiated in the contract. The contract may include the ability for
customers to request more resources at an additional cost.

25
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.’_.-" B3 Instances - OpenStack Das... x."-,_‘. + E@
€ | D 10.220.0.30/dashboard/project/instances, C Search w B +$ & 9 =
n Openstack =1 XVE Campany v & student =
Project - Instances
Compute & Instance Mame = E| Filter & Launch Instance

Instance Image 13 Size Key Status Availability Task Powar Time since Actions

Clverview Name Hame Address Pair Zone State created

I e e sy

“olumes
Images

Access & Security

Network 4

Identity ©

12. Click on the Instances tab and you should see that there are currently no items
displayed in the center pane. This pane will be populated with instances after the
customer has launched their image(s). As part of the CLOUDTech customer support
team, you will assist XYZ Company in launching their cloud severs in subsequent labs.

Instances

Instances are virtual machines that run inside the cloud. Users can launch multiple
instances from the same image. Every instance runs from a copy of the base image. Any
changes made to the instance have no effect on the base image. You can launch an
instance from the following sources:

e Images uploaded to the Image service.

e Image that you have copied to a persistent volume. The instance launches from

the volume, which is provided by the cinder-volume API through iSCSI.

¢ Instance snapshot that you took.

26 Except where otherwise noted, this document is
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n Valumes - OpenStack Dash... x + [E=H|EEH =
€ ) 0| 10.220.030/dashboard fprojectivolumes/ c Search B 3+ & 9 =
n Openstack = XY Z Company & student »
Projec -~ Volumes
Compute » “olumes “olume Snapshots “olume Consistency Groups

Cveriew Q + Create Volume = Accepnt Transfer
Instances Name Description Size Status Type Attached To  Awailability fone Bootable Encrypted Actions
I Mo itemns to display.
Images
Access £ Security
Network v
Identity @

13. Click on the Volumes tab and you should see that there are no volumes present.
Volumes can be created as part of instance or as a standalone volume that can be
attached to an instance. You will see these as you complete later labs.

Volumes

Volumes are the Block Storage devices that you attach to instances to enable persistent
storage. Users can attach a volume to a running instance or detach a volume and attach
it to another instance at any time.

As an administrative user, you can manage volumes and volume types for users in

various projects. You can create and delete volume types, and you can view and delete

volumes.
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- =B
J n Images - OpenStack Dashb... = | 4+
€& | @ 10.220.0.30/dashboard/nroject/images/ c Search wBa + @& =
u OpenstaCk M= XY Z Company v & student v
Project - Images
Compute - +# Project (0) 1t Shared with Me (0} & Fublic (23 =+ Create Image
1 Image Name Type Status Public Protected Format Size Actions
Orvervigw
O  centos Image Active Yes o QCow2 952.9 MB Launch | =
Ingtances
O Windows2012 Image Active Yes Mo QCOW2 156 GB Launch | =

Waolumes
Images Dizplaying 2 items

Access & Security

Network v

Identity v

14. Click on the Images tab and you should see that there are two images, CentOS 7 and
Server 2012 R2, which was included in XYZ Companies’ contract with the CLOUDTech.

Images

A virtual machine image, referred to simply as an image, is a single file that contains a
virtual disk that has a bootable operating system installed on it. Images are used to create
virtual machine instances within the cloud. Depending on your role, you may have
permission to upload and manage virtual machine images. If you have the appropriate
privileges, you can use the dashboard to upload and manage images in a given project.
There are pre-built images that can downloaded from various software vendors and open
source web sites. Images are available in multiple formats (RAW, QCOW?2, ISO, VMDK,
VHD, ARI, AKI and AMI). Users can also create new images.

28 Except where otherwise noted, this document is
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o[- ]
/ n Access & Secutity - OpenS.. % | =+
€ ) @ 10.220.0.30/d3shboard/project/zccess_and_security/ & Search ﬁ B ¥+ & O =
u Openstack = XYZ Company & student »
Project - Access & Security
Compute ~ Security Groups Key Pairs Floating IPs APl Access
O rvien (o]} =+ Create Security Group
lsenses ] Hame Description Actions
“olumes O default Default security group Manage Rules
Images Displaying 1 item
I Access & Security
Network v
Identity v

15. Click on the Access & Security tab, and you should see access & Security in the center
pane with four tabs; Security Groups, Key Pairs, Floating IPs and APl Access. You will
use these functions during your field visit to XYZ Company.

29
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o= =]

_,-" n Arcess & Security - OpenS.. X "'-, +

6 :, 10.220.0.30/ dashboard/projectfaccess_and_security/ c Eegrech ﬁ E ‘v ﬁ' U
n Openstafk = X¥Z Company v & student »
Project - Access & Security
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16. In the Security Groups tab, you should see the Default security group and the Manage
Rules tab. Together, these allow the user to view, create, edit, and delete security
groups and manage security group rules. Click Manage Rules

Security groups

Before you launch an instance, you should add security group rules to enable users to ping
and use SSH to connect to the instance. Security groups are sets of IP filter rules that
define networking access and are applied to all instances within a project. To do so, you
either add rules to the default security group or add a new security group with your

desired rules.
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17. By default, all egress network traffic is allowed from cloud instances and all ingress
network traffic to the cloud instances is denied. You can think of this OpenStack
function as a firewall that the user can configure to meet their needs. Additionally, the
system supports both IPv4 and IPv6. You will be configuring new rules during the field
visit to XYZ Company. Click on Access & Security to exit the Manage Rules pane
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18. Click on the Key Pairs tab. In this pane you can view, create, edit, import, and deleted
key pairs.

Key pairs

Key pairs are SSH credentials that are injected into an instance when it is launched. To use
key pair injection, the image that the instance is based on must contain the cloud-init
package. Each project should have at least one key pair. To improve the security posture
in the cloud, logging into the cloud instances with SSH is done by use of a public and
private key pair instead of using a username and password. Key pairs can be created or
imported via the Horizon dashboard under Access & Security.
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19. Click on the Floating IPs tab. Floating IPs can be allocated or released from an instance.

Networks

When an instance is created in OpenStack, it is automatically assigned a fixed IP address in
the network to which the instance is assigned. This IP address is permanently associated
with the instance until the instance is terminated.

However, in addition to the fixed IP address, a floating IP address can also be attached to
an instance. Unlike fixed IP addresses, floating IP addresses can have their associations
modified at any time, regardless of the state of the instances involved.

Private IP addresses (fixed IP addresses) are used for communication between instances,
and public addresses (floating IP addresses) are used for communication with networks
outside the cloud, including the Internet.
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20. Click on the API Access tab. The user can view API endpoints

Note: API Access is a function that XYZ Company’s staff can use to develop specific
applications for their customers use.
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21. Click on the Network tab drop down arrow
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22. You should see the three tabs below Network; Network Topology, Networks, and
Routers. Click on the Network Topology tab
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23. When properly configured, you should see a graphical representation of your network.
This may include the Wide Area Network (WAN), Local Area Network (LAN), and a router
to facilitate network traffic between the WAN and the LAN.

Note: The center pane only depicts the WAN, this is because XYZ Company has
contracted for Infrastructure as a Service (laaS) and will have to configure their private
network (LAN) and connect it with the public network (WAN) using a virtual router that
they will add and configure. You will be assisting XYZ Company with configuring their
network settings during a field visit.
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24. The Networks pane show the public network, which CLOUDTech administrators have
already configured for XYZ Company.
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25. The Routers

pane should be blank. You will assist XYZ Company in creating and

configuring their virtual Router.

Routers

A physical or virtual network device that passes network traffic between different

networks. In the OpenStack environment, a router is a virtual device that is required to
allow network traffic between the private IP address (fixed IP address) and the public IP

address (floating

IP address).
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26. Click on the Identity tab, the center pane will list all Projects. In this case, only the XYZ

Company exists

This completes Module 1, continue to Conclusion

40

Except where otherwise noted, this document is
Licensed under Creative Commons Attribution 4.0 License.



Module 1: OpenStack Dashboard

Conclusion

You should now be able to connect to an OpenStack Dashboard and navigate the
various tabs. As part of your CLOUDTech training, you will be accompanying a CLOUDTech
customer support team on a field visit to XYZ Company to assist the customer with configuring
their Linux and Windows cloud servers.
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