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Requirements
Registry Explorer and RECmd require Microsoft .net framework version 4.5.2 full runtime or greater to be
installed. It is available at https://www.microsoft.com/en-us/download/details.aspx?id=42642.

Why another Registry tool?

The need for Registry Explorer and RECmd rose out of writing a fully managed offline Registry hive parser in C#.
Existing parsers did not offer the features | was looking for and as such, research and coding began. The Registry project
serves as the basis for several programs including ShellBags Explorer, AppCompatParser, etc. Once the back end was
mature, | wanted an easy to use and powerful way to expose the capabilities of the parser.

Registry Explorer fills the gaps in existing tools and expands the capabilities of Registry viewers in many unique
and powerful ways. Itis GUI based and contains powerful searching, filtering, and other visualization concepts that
makes exploring Registry hives very easy while exposing all of the technical information contained in Registry hives.

RECmd was created in order to be able to script access to Registry hives, conduct new research, and automate
searching across multiple Registry hives at once from the command line.

Because both tools use the same back end, both have the same searching and viewing capabilities including the
full recovery of deleted keys and values. The parser also exposes value slack.

In summary, the capabilities of Registry Explorer and RECmd allows for quickly examining multiple hives at once
and they can be leveraged to find new places where currently understood data is located in an easy to use and
systematic way. It can be used in educational settings to not only understand the Registry from a functional level, but
also from a deeply technical perspective.

Registry Explorer

Registry Explorer is a GUI based tool used to view the contents of offline Registry Hives. It has the ability to load
multiple hives at once, search across all loaded hives using strings or regular expressions, exporting of data, and much
more.

Getting started
After starting Registry Explorer, the main interface is displayed.
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f Registry Explorer v0.0.4.7
File Tools Options Bookmarks (0/0) View Help

Registry hives (0) | Awailable bookmarks (0/0)

[F=N[ECl =5
Values

WSS ey Lostort=cs Drag a column header here to group by that column
?
Walue name « Value type Data Value slack
]
Hives, keys, and subkeys Values for selected key are
are displayed here displayed here
Type viewer
Value details for the selected value are
displayed here
[[] Key: None Value:  Mone  Collapse all hives

Lastwrite:  Mone Load hives via File menu or drag and drop anywhere above Hidden keys: 0 | 1

Settings for various things like program options, window size, slider positions, window positions, recent
searches, etc. are all saved and reloaded between program executions. You can reset these options by deleting the
relevant files under the Settings directory in the main Registry Explorer folder. The .layout files are for the trees and
grids.

Tooltips are shown when hovering over different areas of the program. For example, hovering over the Key
section of the status bar shows the following:

Current

DIKE}.-':

Local Settings\Software\Microsoft\Windows\Shell\BagMRLU\1

Lastwrite: | 2/1/2013 7:13:41 PM +00:D0Q'eSw
The full path to the selected key

Double click to copy key path to clipboard. Hold SHIFT
and double click to only copy the key name to clipboard
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Interface sections
There are five sections to the main interface.

Registry hives

On the left side of the window is the Registry hives tab. This tab displays the Registry hives that have been
loaded and the keys contained therein. Once at least one hive is loaded and a key is selected, a context menu is available
by right clicking on a key. The context menu options will be discussed below in the Key context menu section.

Available bookmarks
Next to the Registry hives tab is the Available bookmarks tab. This tab will be discussed in detail below.

Values

The Values grid shows all of the values contained in the key that is selected in the Registry hives tab. Once a
value is selected, a context menu is available by right clicking on a value. The context menu options will be discussed
below.

Value details

The Value details area contains one or more tabs that dynamically adjust depending the type of value selected.
In every case, a type viewer will be displayed that shows the value of the selected key. If a value has slack, a separate tab
will be shown that allows you to view the slack space in a hex viewer.

These concepts will be explained in more detail in the Using Registry Explorer section below.

Status bars
Across the bottom of the interface are several status bars as seen below.

| Key: Mone | Value: MNone | Collapse all hives

Last write: | Mone | | Load hives via File menu or drag and drop anywhere above | Hiddenkeys:0 | 1 |

Top status bar

The top status bar contains details about the path to the selected key and the selected value. On the far left is a
check box that toggles whether to show the root key name in the key path. By default, the root key path is not shown.
The screen shot below shows what this option does when turned on and off.

| Key:  Local Settings\Software\Microsoft\Windows\Shell\BagMRU | Value: 0 | Collapse all hives

V| Key:  5-1-5-21-146151751-63468248-1215037915-1000_Classes\Local Settings\Software\Microseft\Windows\Shel\BagMRU | Value: 0 | Collapse all hives

By hiding the root key name, longer key paths will not be truncated as different keys are selected.

To the far right of the top status bar is a button that, when clicked, will collapse all loaded hives back to their
default state. This is a handy shortcut to clean up the Registry hives tree after interacting with it and expanding many
keys and subkeys.

Double clicking the key path will copy the key path to the clipboard. Holding Shift and double clicking will copy
only the key name to the clipboard.
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Double clicking the value will copy the value’s name to the clipboard. Holding Shift and double clicking will copy

the value’s data to the clipboard.

Bottom status bar

The bottom status bar contains the last write timestamp, the status of filters for values, a section for general
status messages, an indicator of the total number of keys that are hidden from view, and the total number of messages
available on the Messages form.

Double clicking on the Total messages counter will show the Messages form.

Double clicking the last write timestamp will copy it to the clipboard.

Main menu

The main menu contains options that allows for loading hives, searching hives, opening bookmarks, and so on. In
many cases, the menu items will have shortcut keys associated with them. Pressing the keys shown by a menu item on
the keyboard will activate that menu item.

The various sections below will explain these submenus. Where things are obvious (like File | Exit), no additional
information will be provided.

File
The File menu contains options for loading hives (you can also simply drag and drop one or more hives onto the
main interface to load them) and exporting.

‘§ Registry Explorer v0.0.4.3
File | Tools Options Bookmarks (1/0) View Help
@ Load offline hive Alt+1 llftl]l

B Export 'Registry hives' b HTML v
I+ Ei lmm PDF
e g e h CSW I
i Excel

e Load offline hive: Allows for loading one or more hives. To select more than one file, select a file, then hold Shift
and select the last file to load. You can also hold Ctrl and click files to select them individually.

o Export ‘Registry hives’: Exports what is shown in the Registry hives tab to a variety of formats. As an example, if
the Registry hives tree looked like this:
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e
= Registry Explorer v0.0.4.7

File Teols Options Bookmarks (1/0) View Help

‘ Fegistry hives (1) | Available bookmarks {1/0) | ‘
Key name #values  Lastwrite ...
¥

A ' C:\ProjectWorkingFolder\ RegistryViewerZ \Usr(... 212015 ...
4 r__ 5-1-5-21-146151751-63468 2458-1215037315-1000_C... 0 9/19/2011...
4~ Local Settings ] 9/19/2011...
A= MuiCache 0 9/19/2011...
=L 0 9/19/2011...
[~ 52C64B7E 163 2/1/2015 ...
3 I [~ i Software i 9/19/2011...
b [ virtualStore 0 9/19/2011...

4[| Assodiated deleted records 0

i L 5-1-5-21-146151751-63468243-1215037915-1000... 0

[ L Local Settings i]

Exporting to PDF would generate a PDF file that contains the following:

l Key name # values Last write timestamp
W C:\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat 2/1/2015 7:15:49 PM +0

B~ 5-1-5-21-146151751-63468248-1215037915-1000_Classes 0 9/19/2011 4:30:48 PM +
El" " Local Settings 0 9/19/2011 4:31:27 PM +

B [ MuiCache 0 9/19/2011 7:02:08 PM +

B 6 0 9/19/2011 7:02:08 PM +

_r;'i52C54-B7E 163 2/1/2015 7:15:05 PM +0

= Software 0 9/19/2011 4:31:27 PM +

~ VirtualStore 0 9/19/2011 6:58:04 PM +
[El| . Associated deleted records 0
Bl| . 5-1-5-21-146151751-63468248-1215037915-1000_Classes 0

=1

i ' Local Settings

This is useful for generating reports or other documentation that is easier to manipulate than simply taking a
screen shot.

Tools
The Tools menu contains a single item, Find.
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‘P Registry Explorer v0.0.4.3
File | Tools | Options Bookmarks (1/0) View

Regi ¥ Find Ctrl+F tarks (1,0)

Key name

Using this option will be explained in full detail below in the Using Registry Explorer section

Options

etc.

This menu contains several options that control such things as recovering deleted records, viewing hidden keys,

¥ Registry Explorer v0.0.4.3
File Tools Options Bookmarks (1/1) View Help

1
Registry hive | . Recover deleted keys/values

Key name

Show associated deleted records

Show unassociated deleted records

[0 CETE

I £ Show parent keys when filtering
#~  Show hidden keys
p ]

Manage hidden keys Ctrl+H

i2:  Skins »

Recover deleted keys/values: When enabled (the selector is to the right), Registry Explorer will recover any
deleted records available during hive loading

Show associated deleted records: When enabled, all associated deleted records will be shown in a special group
under the main Registry hive data. Any recovered keys that could be associated with an active (that is, not
deleted) key will also be shown in relation to the active key. This will be explained more in a subsequent section.
Show unassociated deleted records: Similar to the previous option, but this group contains all of the keys that
could not be associated with an active key.

Show parent keys when filtering: This option changes the way the Registry hives tree works when using the
column filters. When this option is enabled, any keys that match a filter will be displayed, along with the parent
keys that the matching key belongs to as seen in the screen shot below.

The keys highlighted in yellow are parent keys that may not contain the text entered in the filter column.
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‘ Registry hives | Available bookmarks (1/1)

Ky name T #,., Lastwrite tim...
v 0 :

4 | D:\temp\re\UsrClassDeletedBags.dat 212015 7:1...

F 5-1-5-21-146151751-634682458-1215037915-1000_Classes 0 /192011 4:...

] Local Settings i 2192011 4:...

P Software ] 9/19/2011 4.,

A Microsoft ] 9192011 4.,

A Windows ] 2192011 4:...

4 [ shel 0 9/19/2011 4...

4 [ BagMRU 4 2j1j2015 7:1...

A= 0 3 2/1/2015 7:1...

4A=0 2 212015 7:1...

0 2 2/12015 7:1...

4|1 2 212015 7:1...

4|50 2 212015 7:1...

4] %0 3 2/12015 7:1...

w 0 2 9/19/2011 4:...

¥ Baos i] 2/1/2015 7: 1...

4=(1 0 9/19/2011 4:...

4 [ Shel 0 9/19/2011 4...

{5C4F 286 5-F869-9E84-8E60-F 1 1IDBSFCSCCT} 12 9192011 4:...

4 2 0 9/19/2011 4...

4 [ Shel 0 9/19/2011 4...

{5C4F 286 5-F869-9E84-8E60-F 1 1IDBSFCSCCT} 12 9f19/20116:...

4 3 0 9/19/2011 4...

4 [ Shel 0 9/19/2011 4...

{5C4F 236 5-F869-9E84-8E60-F 1 IDESFCSCCT} 12 9f19/2011 4:...

If we turn off this option, we get a much different result as seen below.

Registry hives | Awvailable bookmarks {1/1) |

Key name T #values Last write timestamp
§ 0 :
5-1-5-21-146151751-63468248-1215037915-1000_Classes a 9/19/2011 4:30:48 PM +...
4 a 3 2/1/2015 721441 FPM +0...
4 ] 2 2/1/2015 72141 FM +0...
a 2 2/1/2015 71441 FM +0...
|40 2 2/1/2015 7:15:41FM +0...
d |40 3 2/1/2015 7:15:41FM +0...
w0 2 9192011 4:42: 44 PM +...
{5C4F28B5-F869-94E84-3E60-F 11DBITFCSCCTE 12 9/19/2011 4:41:32 PM +...
{5C4F28B5-F869-9E84-8E60-F 1 1DBIFCSCCT: 12 9192011 6:56:43 PM +...
{5C4F 28B5-F869-9E84-3E60-F 11DBI7FCSCCTE 12 9192011 $:142: 44 PM +...

Notice in this screen shot only the keys that match the filter criteria are shown. This can greatly reduce
noise in the results in addition to lessening the need to scroll to the keys that match the filter criteria.
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The other aspect this option controls is whether to show subkeys of keys that match a given filter. With

the option on, any subkeys of keys that match the filter will continue to be shown. With the option off, subkeys
of keys matching the filter are hidden.

Show hidden keys: When enabled, any keys that have been hidden will be shown in the Registry hives tree. In
the screen shot below, several keys are shown.

Key name # values Last write timestamp
¥
4 | D:\temp\re\UsrClassDeletedBags.dat 212015 7:15:49 PM +0...
4 5-1-5-21-146151751-6349682458-1215037915-1000_Classes 4] 9/19/2011 4:30:493 PM +...
A Local Settings 0 9192011 4:31: 27 PM +...
A MuiCache 1] 9/19/2011 7:02:08 PM +...
b af[—i6 ‘o 9/19/2011 7:02:08 FM +...
52Ce4BTE 163 2/1/2015 7:15:05 PM +0...
[ Software i 9/19/2011 4:31:27PM +...
[ VirtualStore o] 9/19/2011 6:53:04 PM +...
[+ | 4 Assodated deleted records

While we haven’t discussed how to hide keys yet (it has its own section below), if we right click on a key,
an option to hide the selected key (based on the key path, not just the key name) is shown.

For example, if we hide the MuiCache key, it will disappear from view, as seen below.

Key name # values Last write timestamp
¥
4 | D:\temp\re\UsrClassDeletedBags.dat 212015 7:15:49 PM +0...
A 5-1-5-21-146151751-63468248-1215037915-1000_Classes 1] 9/19/2011 4:30:48 PM +...
A Local Settings 0 9192011 43127 PM +...
2 [ ! software ‘0 9192011 4:31: 27 PM +...
[ VirtualStore i) 9/19/2011 6:58:04 PM +...
I+ |4 Assodated deleted records ]

Notice the MuiCache key is no longer visible (assuming the Show hidden key option is off). If we enable
this option, the MuiCache key will be shown in its original place, but the icon is different to show that it is in fact
a hidden key.
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Key name # values Last write timestamp
¥

4 | D:\temp\re\Usr(lassDeletedBags.dat 212015 7:15:49 PM +0...
4 5-1-5-21-146151751-634682458-12150379 15-1000_Classes 0] 9/19/2011 4:30:48 PM +...
| i) 9/19/2011 4:31:27PM +...
o] 2/19/2011 7:02:08 PM +...
0] 9/19/2011 7:02:08 PM +...
52C64BTE 163 21/2015 7:15:05 PM +0...
2 [+ i Software | 9/19/2011 43127 PM +..,
[ Virtualstore 0] 9/19/2011 6:58:04 PM +...

i+ |4 Assodated deleted records

When a key is hidden, the lower right corner will have a red dash to indicate this.

e Manage hidden keys: Brings up an interface to remove keys from the auto hide list. There are two options
available when hiding keys: hide for session, and hide and add to auto hide. The Manage hidden keys interface
only displays key paths that have previously been added to the auto hide list. Any key paths removed from the
auto hide list will be unhidden when the Manage hidden keys interface is closed. Additional ways to unhide keys
will also be discussed in a subsequent section.

e Skins: Allows for selecting a skin or theme that Registry Explorer will use.

Bookmarks

The Bookmarks menu contains both common (included with Registry Explorer) and user created bookmarks to
“of interest” Registry keys. Bookmarks can be created for any Registry key (we will see how to create our own
bookmarks soon). Bookmarks that are included with Registry Explorer will show up under the ‘Common’ menu and any
user created bookmarks will appear under the ‘User created’ menu.

Bookmarks live in a subdirectory of the main Registry Explorer program directory in a directory named
Bookmarks. The Bookmarks directory contains two subdirectories, Common and User. To move a user created bookmark
from the User created to Common submenu, simply move the bookmark file from the User directory to the Common
directory.

The Manage bookmarks interface can be used to edit or delete bookmarks. Additionally, simply deleting the
bookmark file from the Common or User directory will also remove the bookmark.

Bookmarks are simple json files and can also be edited with any text editor. Since they are simple json files,
exchanging a good set of bookmarks with other users is as easy as sending someone else the bookmark files from the
User directory. There is a project on Github, found here, that you can push your Bookmarks to.

R R A

s | Bookmarks (1/1) | View Help
ilat Common (1) » BagMRLU (ShellBag root key) }

User created (1) ¥ I: values | Last write tmestamp Valu

Manage bookmarks  Ctrl+B 7

Drhlmrmmrwl 2,."1,“1!]15 L1599 P...
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The main Bookmarks menu contains two numbers at the end. The first number is the total number of Common

bookmarks that exist in the selected hive and the last number is the number of User bookmarks that exist in the
selected hive. Clicking on any of the bookmarks will cause Registry Explorer to jump to the bookmarked key.

Bookmarks are tied to a Registry hive type and a key path within that hive type. When we discuss creating
bookmarks below this will become clearer, but for now remember that each bookmark is associated with a certain flavor
of Registry hive (NTUSER, UsrClass, SYSTEM, etc).

The Bookmarks menus dynamically adjust as hives are loaded and selected. For example, suppose you have the
following bookmarks by hive type:

e NTUSER.DAT: 20 bookmarks
e USRCLASS.DAT: 8 bookmarks

You then load an NTUSER and USRCLASS hive. The NTUSER hive contains 18 out of the 20 key paths as defined in
the NTUSER.DAT related bookmarks (15 from common and 3 from user created). The USRCLASS hive contains two out of
the eight bookmarks (one from common and one from user created). If you click on anything in the NTUSER.DAT hive,
the Bookmarks menu will change to show you only the bookmarks that actually exist in the NTUSER hive, like this.

rer v0.0.4.3

ptions | Bookmarks (15/3) | View Help

Availak Commen (13) » Run (User run key)

User created (3) * UnreadMail (Unread email accounts)

Manage bookmarks  Ctrl+B CD Burning (COROM burning info)

ectorkn  vrus gy resTes £ om ogErLTIT IS,
-5-21-146151751-634682458-1215037915-1000 _Cl...
wociated deleted records

ectWorkingFolder \RegistryViewerZ \WTUSER. DAT
Tool-CreateHive-{00000000-0000-0000-0000-0000. .

RunMRU (Most recently run programs)
Sysinternals (Sysinternals config infa)
UserAssist (Recently accessed items)

ComDig32 (Commen dialog)

AppEvents FileHistony (6le historyiinto)
ApplifeUpdateShortouts fiEnistany triie istery inte
Console RecentDocs (Recently cpened files by extension)

Control Panel

WinRAR (WinRar history)

Environment Ares [Ares p2p client)

G 1, O, 1 O

EUDC

Identities Default (Terrminal server hosts)
Keyboard Layout FTP (FTP server and username info)
Network TearmViewer (Teamviewer application)
Printers TypedURLs (URLs entered by a user)
Software

v =1

If you then click on the USRCLASS hive, the Bookmarks menu will again dynamically adjust to show what is
available in the USRCLASS hive.

Page 14 of 61
Last revised: 7/7/2015 2:36:17 PM



Registry Explorer User Guide

& | Bookmarks (1/1) | View Help
ilat Common (1) » BagMRU (ShellBag root key) I

Llser created (1) » # values | Last write timestamp

Value

Manage bookmarks  Ctrl+B
orkn 2012015 7:15:49 ..,
~146151751-63468248-1215037915-1000_cl... {0 9/19/2011 4:30:48...

Again, clicking a bookmark will jump to the key as defined in the bookmark. For example, clicking on the
BagMRU bookmark results in the following key being selected (and of course all parent keys will be expanded so the
bookmarked key is visible).

Key name # values Last write timestamp
7
4 [ D:\temp\re\UsrClassDeletedBags.dat 21/2015 7:15:49 PM +0...
A 5-1-5-21-146151751-63468248-1215037915-1000_Classes 0 9f19/2011 4:30:48 PM +...
A Local Settings i 9192011 #:31:27 PM +...
A MuiCache 0 9/19/2011 7:02:08 PM +...
4 B 0 9/19/2011 7:0Z:08 PM +...
52C64B7E 163 2{1f2015 7:15:05 PM +0...
A Software i 9192011 %:31:27 PM +...
A Microsoft i] 9192011 #3127 PM +...
] Windows 0 9192011 #3127 PM +...
[ CurrentVersion i] 9192011 %:31:34PM +...
0 9192011 $:41:32 PM +...
o b [F~iBagMRU ) 4 2/1/2015 7:15:41PM +0...
—— 0 2/1/2015 7: 14:41 PM +0...
[ VirtualStore 0 9/19/2011 6:53:04 PM +...
[> | v Assodated deleted records 0

Because the Bookmarks menu dynamically adjusts itself based solely on what exists in the active hive, you do
not have to click on bookmarks before you know whether they exist. This is a huge time saver and makes drilling down
into hives much easier.

As you interact with loaded hives, the Bookmarks menu will show you at a glance how many bookmarks are
available, but as we will soon see, Registry Explorer has an even easier way to interact with bookmarks (the Available
bookmarks tab).

View
The View menu contains a single option, Messages, that toggles visibility of the Messages window. The
Messages window displays status messages and other feedback as hives are loaded and so on.
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many hives at once or when processing large hives.
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Hives tend to process and load faster when the Messages window is hidden, so keep that in mind when loading

.| Messages @

Message Date Message Type | Message Hive Path

® -
6/19/2015 12:53:20 PM -06:00 Info Registry Explorer version 0.0.4. 3 ready! =
6/19/2015 12:53:23 PM -06:00 Info Initial processing complete. Building tree... C:\ProjectWorkingFolder \RegistryViewerZ WUsrClas. ..
6/19/2015 12:53:23 PM -06:00 Info Initial processing complete. Building tree... C:'\ProjectWorkingFolder\RegistryViewerZ\usrdas. ..
6152015 12:53:23 PM -06:00 Info Found root node! Getting subkeys. .. C:\ProjectWorkingFolder\RegistryViewerZ WsrClas. ..
5/19/2015 12:53:23 PM -06:00 Info Found root node! Getting subkeys... C:\ProjectWorkingFolder\RegistryViewerZ\usrdas. ..
5/19/2015 12:53:23 PM -06:00 Info Hive processing complete! C:\ProjectWorkingFolder\RegistryViewerZ WsrClas. ..
6/19/2015 12:53;23 PM -06:00 Info Hive processing complete! C:\ProjectWorkingFolder \RegistryViewerZ\usrdas. ..
6/19/2015 12:53:23 PM -06:00 Warning Extra, non-zero data found beyend hive length!... C:'\ProjectWorkingFolder\RegistryViewerZWUsrClas. ..
6/15/2015 12:53:23 PM -06:00 Info Associating deleted keys and values. .. C:\ProjectWorkingFolder\RegistryViewerZusrdas. ..
6152015 12:53:23 PM -06:00 Info Assodiating deleted keys and values. .. C:\ProjectWorkingFolder\RegistryViewerZ WsrClas. ..
5/19/2015 12:53:23 PM -06:00 Info Flushing record lists... C:\ProjectWorkingFolder\RegistryViewerZ\usrdas. ..
5/19/2015 12:53:23 PM -06:00 Info Flushing record lists... C:\ProjectWorkingFolder\RegistryViewerZ WsrClas. ..
6/19/2015 1:54:57 FM -06:00 Info Initial processing complete. Building tree... C:\ProjectWorkingFolder \RegistryViewerZ\WTUSE. ..
6/19/2015 1:54:57 PM -06:00 Info Found root node! Getting subkeys... C:\ProjectWorkingFolder\RegistryViewerZ\WTUSE...  _

Flushing record lists...

Total messages: 212

| Clear messages Export messages

The total number of messages is also shown on the main window’s bottom status bar to the far right. Double

clicking the message count will show the Messages form.

Data interpreter

Value: 0 @ Collapse all hives

Hidden keys:

Help
The Help menu contains three options: Quick help, Legend, and About. The Legend shows the various icons
seen in the Registry hives tree and a description about them.
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The legend contains descriptions for the different icons used for various Registry objects such as hives, keys, and

existing key placeholders. The legend can be seen below.

i Legend @

ﬂ Registry hive

Registry key

x Deleted Registry key
Hidden Registry ke
| Hidden Registry key
Existing Registry key placeholder

==
Associated deleted records

.@ IUnassociated deleted records
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Using Registry Explorer

Loading hives
To load hives into Registry Explorer, either select one or more hives and drag/drop them onto the main

interface. You can also use File | Load offline hive or press Alt+1 to select hives.

After selecting a hive, Registry Explorer will fully process the hive. Once that is done, the hive will be displayed
on the main interface. The top level node for a hive is the full file path to the hive as seen below. The hive node has a
green icon and is also in bold to differentiate it from keys.

Key name # values Last write timestamp
¥
@ D:\temp\re\Usn{lassneletedBa@ 2/1/2015 7:15:49 PM 40...
3 A T T TS 0 1215037915-1000_Classes i 9/12/2011 4:30:43 PM +...

[ Local Settings 9/19/2011 4:31:27 PM +...
B VirtualStore 9/19/2011 6:53:04 PM +..,

[+ |4 Assodated deleted records

o oo o O

The last write timestamp for the hive is the timestamp value from the header of the hive.

Below the hive name is the root key for the hive. The root key name can vary for every hive that is loaded. All
other keys in the active (that is, not deleted) portion of the Registry will be displayed under the root key.

If the option to recover deleted records is enabled, up to two different virtual keys may be created: one for
Associated deleted records and one for unassociated deleted records. These virtual keys will not be shown if there
aren’t any deleted records of that type available. As discussed above, these keys can also be hidden using the relevant
option under the Options menu.

The number after Registry hives in parenthesis is the total number of hives loaded. In the example below, there
are 18 hives loaded.
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“J Registry Explorer v0.0.4.7

Fil

icns Bookmarks (1/0)  View Help

(

7

name

Registry hives (18) | Myailable bookmarks (41/0) |

4 [ C\Temp\UsrClass account rename.dat

[ 5-1-5-21-1141529135-2431258765-826847743-1000_Cla. ..

4 [ C\Temp\UsrClass CDburn UNC fat filesystem .dat

[ 5-1-5-21-1376483248-2010845669-2174274418-1000_Cl...

4 [ C\Temp\UsrClass zip file network stuff.dat

[ 5-1-5-21-2036304247-30583249640-2116585241-1114 _Cl...

4 [ C\Temp\UsrClass unicode and network.dat

[+ 5-1-5-21-3640650475-3814930019-1523317725-1003_Cl...

4 | C\Temp\usrclass.dat

[ 5-1-5-21-1141529135-2431258765-826847743-1000_Cla. ..

4 [ C\Temp\UsrClass FTP.dat

[ 5-1-5-21-2417227394-2575385136-2411922467-1105_Cl...

I | g Unassociated deleted records

a Bl =\ Tamnincewrlaccsd dat

Selecting keys

# values

Registry Explorer User Guide

Selecting keys in Registry Explorer works much the same as it does in regedit or selecting directories in Windows

subkeys that are present. If the arrow is not visible, the key does not have any subkeys.

Explorer. Clicking the small arrow to the left of the key name or double clicking a key will expand that key, displaying any

Keys can be double clicked and expanded, drilling down into the key hierarchy, until the key you are interested

matching keys are found in the tree.

For example, assume Registry Explorer looks like this:
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Key name

4 [ D:\temp\re\UsrClassDeletedBags.dat

» F| 15-1-5-21-146151751-63468248-1215037915-1000_Classes

4 Local Settings
[ MuiCache
[+ Software
[ VirtualStore
[» |4 Assodated deleted records
4 | D:\temp\re\5.dat
[+ 5-1-5-21-718126207-1171771683-1750804747-1001_Classes
[» | 4 Assocated deleted records
I+ | g Unassodated deleted records
4 | D:\temp\re\d.dat
[+ 5-1-5-21-2417227394-2575385136-2411922467-1105_Classes
4 | D:\temp\re\6.dat
[+ 5-1-5-21-2208335738-3127931778-3832183526-1002_Classes
I+ | Assodated deleted records

# values

[ IR s R s I o Y R o

-
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Last write timestamp

2/1/2015 7:15:49 PM +0...
9/19/2011 4:30:48 PM +...
9/19/2011 4:31:27 PM +...
9/13/2011 7:02:08 PM +...
9/19/2011 4:31:27 PM +...
9/19/2011 6:58:04 PM +...

9232013 7:17:31PM +...
812013 7:21:56 PM 40...

5/20/2014 2:19:35PM +...
1/27/2015 4:47:10 AM +...
4/24/2014 3:02:54FM +...
8/23/2014 3:20:25 AM +...

If you want to look at the contents of the BagMRU key, click on either the hive path or the root key, then start
typing BagMRU. As each letter is typed, Registry Explorer will search for matching keys and select them. After a few

keystrokes, the following key is selected.

Key name

4 | D:\temp\re\UsrClassDeletedBags.dat
¥ 5-1-5-21-146151751-634682458-12150379 15-1000_Classes
A Local Settings
[ MuiCache
4 Software
4 Microsoft
A Windows
[ CurrentVersion
F] Shell

b [ [~—iBagMRU

[ Bags
[ VirtualStore

e
T

[ TR o Y Y o T o IR o R o R o N o N o Y o |

. Last write tim...

2/1/2015 7:1...
9/19/2011 4...
9/19/2011 4....
9/19/2011 7...
9/19/2011 4....
9/19/2011 4....
9/19/2011 4...
9/19/2011 4....
9/19/2011 4....
2/1/2015 7:1...
2/1/2015 7:1...
9/19/2011 &:...

Notice also the part of the key that matched what was typed is highlighted. While a bookmark can be used to
quickly jump to a particular key, using this technique can save a lot of time when you know the name of the key you are

interested in.

Filtering keys

The top of the Registry hives tree contains areas to enter text to filter that column. One thing to note is that only

expanded keys are included in the filter results. To filter against all keys in a hive, use the context menu option to expand

all subkeys (or press Alt+Down) before filtering. The next section will cover the context menu in detail.
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The Options | Show parent keys when filtering option affects what is shown when filtering keys. See the

Options section for a full discussion on how this option works.

While it may seem that filtering is the quickest way to find a certain key, it is quite often faster to type the name
of a key you are interested in (or better yet, using Tools | Find if it exists in more than one place).

Key context menu

As in other places, the context menu changes dynamically depending on what you right click on. For example, if
you right click on a hive’s full path, you will see the option to remove the hive from Registry Explorer. Right clicking
anywhere else but the hive’s path will hide this option from view. Similarly, if a key is hidden, an option to unhide the
key will be shown, else it will be hidden, and so on.

The key context menu looks similar to this:

Key: Name

@ Remove hive Delete
- Add bookmark F4
A Hide key 5
A Unhide key F10

H

8

33 Collape subkeys Alt+Up

g

The name of the currently selected key is shown at the top. Most options also have shortcuts which can be used in
lieu of using the mouse.

e Remove hive: Removes the loaded hive from Registry Explorer. This option is only shown when a hive is
selected (denoted by the full path to the hive name, shown in bold, and with a different icon).
e Add bookmark: Creates a new user bookmark. Full details will be discussed below.
e Hide key
o For this session only: Hides keys matching the selected key’s path from all loaded hives until Registry
Explorer is restarted
o Hide and add to auto hide: Same as the above option, except the key’s path is remembered between
restarts of Registry Explorer. This option is useful to hide non-useful keys in the Registry that get in your
way.
e Unhide key: Unhide previously hidden keys with the same path as the selected key. If a key has been auto
hidden, this option will remove it from the auto hide list.
e Export
o To.reg format: Exports the selected key and its values to plaintext format. This file can then be
imported into the active Registry by double clicking on the generated file.
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o To.reg format recursively: The same as above, except all keys and values for the selected key and all

subkeys are exported.
e Copy

o Key name: Copies the selected key’s key name to the clipboard. Double clicking the key path in the
status bar while holding Shift also copies the key name to the clipboard.

o Key path: Copies the selected key’s key path to the clipboard. Double clicking the key path in the status
bar also copies the key path to the clipboard.

o Last write time: Copies the selected key’s last write timestamp to the clipboard. Double clicking the last
write timestamp in the status bar also copies the last write timestamp to the clipboard. Double clicking
the status bar while holding Shift will copy the key name and last write timestamp to the clipboard.

e Expand subkeys: Recursively expands the selected key and all subkeys

e Collapse subkeys: Collapse all subkeys below the selected key

e Technical details: Displays full technical details about the selected key, its subkeys, values, security records, and
hive header. This option will be fully explored below.

Value context menu
A typical value context menu may look like this:

F4-00-31-00-00-00-00-00-33-.

Value: 0 00-00-00-00-FF-FF-FF-FF
H Export »
Copy » | & Valuesummary
2 Value name
I'f Value type
[4f Walue data
[ Walue slack

The name of the currently selected value is shown at the top.

e Export
o Value data: Exports selected value’s data in binary form to a file
o Value slack: Exports selected value’s slack data in binary form to a file. If a value has no slack, this option

is disabled
e Copy
o Value summary: Copies a summary of the selected value to the clipboard. An example is shown below.

--------- i - - R e R L R - LR R, "]

1 Key: Local Settings\Software\Microsoft\Windows\Shell\EagMRU

2 Last write: 2/1/2815 7:15:41 PM +86:808

3 Value: @ (RegBinary)

4 Data: 14-88-1F-58-EB-4F-DB-28-EA-3A-69-18-A2-D5-85-88-2B-38-38-90-88-86

5 5lack: 6l1-88-73-88-6B-00

B

o Value name: Copies the selected value’s name to the clipboard
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Value type: Copies the selected value’s type to the clipboard (RegBinary or RegSz for example)

o Value data: Copies the selected value’s value data to the clipboard. For RegBinary values, the hex
values, separated by a hyphen, are copied to the clipboard as a string

o Value slack: Copies the selected value’s value slack to the clipboard. This option formats the data the
same as the Value data option. If a value has no slack, this option is disabled.

Value details
The Value details area will change depending on the type of value selected.

Type viewer
For all values except RegBinary values, a simple string representation of the value is shown as seen below.

IZeSYSTEMI 00T e \SYSTEM 5.4 \OODETIAN . All,- LAJZ HEgoZ 10 ONINE TO QET Wi.. U L-UU-73-/4

( 2 }:%systemrmt% ‘aystem32ioobefldr.dll,-1222 RegSz  Configure Window... 33-32-5C-66

[~ ystemrootitisystem32\oobefldr.dll,-1242 Reg5z  Create user accou...
root%e\system32ioobefldr.dll,-1262 RegSz  Make text and oth,., 75-6B-25-00
p\system32\p2peollab. dil, 5042 RegSz  Peer to Peer Trust 00-00-10-00-00-00

m3IMnanentrt Al -10 RenSz Swetem Health Ant nN-nn

m%RSwetemB nnt

Type viewer

Value name |@%systemruot‘&-’u\,systemSZ‘npobeﬂdr.dlI,—lZZZ

Value type |F'.egSz
Slack |33-32—5C-66
Value Configure Windows to badk up your photaos, music, and other files automatically.

For RegBinary keys, a hex viewer will be shown to display the value’s binary data.
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Value name « Value type | Data Value sladk

74-00-31-00-00-00-00-00-33-3F09-83-1... 20-00-51-00-20-00

00-00-00-00-FFFF-FFFF 6F-00-20-00
00 01 02 03 04 05 06 OV 08 09 0A OB OC 0D OE OF 10

00000000 74 00 31 00 00 00 00 00 33 3F D9 83 11 00 55 73 65 1., 370, .. Use

Current offset: | 0 (000} | Bytes selected: | 0 ({0x00) | | Data interpreter

Selecting a byte or a range of bytes will update the Current offset and Bytes selected values at the bottom of the hex
viewer.

Type viewer | Slack viewer

o0 01 02 02 04 05 06 OF 08 09 0A OB 0OC OD OE OF

ud L e U3 ua uwa s L JI2OUWAR WD Uie VLA JE L

00000000 74 00 31 00 00 OO OO0 OO 33 3F D9 83 11 00 55 73
65 72 73 00 60 00 08 00 04 OO0 EF BE EE 3A 83 1A
33 3F DO 83 2A 00 00 0O B5 01 OO 0O OO 0O 01 OO
00 00 00 OO0 Q0 OO OO0 OO0 36 00 OO0 0O OO 00 55 0O
73 00 65 00 72 00 73 00 OO0 0O 40 00 ¥3 00 BE 0O
65 00 &6C 00 &C 00 33 00 32 00 2E 00 64 00 BC 00
6C 00 2C 00 2D 00 32 00 31 00 38 00 21 00 33 00 snc=c
0o000070 0o 00 14 00O QO 0O

‘ Current offset: | 74 ((xdd) | Bytes selected: | 38 ((x26) | Data interpreter

Slack viewer
For values that have value slack, a Slack viewer tab will be added. This viewer works the same as the Type viewer
for RegBinary values.
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Type wiewr | Slack viewer
— -  me A oA D e A oE A

m AT AE
; / = i [+ q \ B E C
00 U1 02 032 04 05 06 O7 08 00 OA OB OC QD OE O

00000000 73 5C 53 79 73 74 shSyst

Current offset: | 0 (0x00) | Bytes selected: | 0 (ChDD) | | Data interpreter

Data interpreter
In the lower right corner of the hex viewer is a Data interpreter button. Clicking this button will bring up the

Data interpreter that converts the raw hexadecimal data into a variety of formats including dates and times, GUIDs, IP
addresses, and more. The Data interpreter window is shown below.
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8 bit, signed
& bit, unsigned
16 bit, signed
16 bit, unsigned
32 bit, signed
32 bit, unsigned
64 hit, signed
&4 bit, unsigned
Float
Double
Dates and times
DOS FAT Time/date (32 bit)
DOS FAT Date/time (32 bit)
Windows FILETIME (54 bit)
UnixPosix (32 bit)

85

85

29,525

29,525

1,919,251,285
1,919,251,235
27,022,093,604,713,301
27,022,093,604,713,301
4. 547 36E+30

7121020 27602972E-307

3/5/2037 2:26:42 PM
10//21/2037 2:19:10 PM
8/18/1686 1:42:40 PM +00:00
10,/25/2030 1:21:25 PM +00:00
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010 Editor

Crmde

w»

Other # ot
4 GUID F2657355-0073-0060-0800-0400efheee3a
Maps to
P Address 85.115.101.114
Strings 3
@ Users 3
Uric s OO
CTRL+C copies selected value, CTRL+ALT+C copies selected value name: value
MOTE: Data is interpreted from the current offset and is not based on the selected bytes
[ Always on top -
0
S 00 00 74 00 371 00 00 OO0 00 OO0 33 3F D9 &3 11 D@ 65 t.1..... 3?0.@
15:43 PM... 00 60 00 08 00 04 00 EF BE EE 3A 8 33 3F rs.LLL L. T
4132 24 00 00 OO0 B5 O1 00 OO OO0 00 Q 00 00 Q0 U T T,
15:41PM... Q0 00 Q0 26 00 00 Q0 00 00 a0 73 00 653 00 ... .. a..... s, e
14:41 PM... 73 00 00 00 40 00 73 0000 65 00 6C 00 6C r.s...@s. h.e.l.l
14:41 PM... 00 22 00 2E 00 64 (@ 00 6C 00 2C 00 2D 00 3200 .0d .,
31 00 38 00 31 0=2 00 00 00 14 00 00 0O 2.1.8.1.3.......

14:41 PM...
15:41PM...
L5341 PM...
15:41PM... = % ; ; :
WEWPPSRRRI Current offset: [ 14 (E)} | Bytesselected: | 0 (00} | | Data interpreter

Load complete

| Value:

0 | Collapse all hives

| Hidden key=0 | 7 |

In the example above, a RegBinary value is selected and the 14" byte has been selected (click on a byte to select
it). To the right of the hex display is an ASCII interpretation of the binary data. In this case, 55 corresponds to the ‘U’

character.

The Data interpreter also shows the same offset, 14, but it goes a step further and decodes the ASCII string
‘Users’ from bytes 55 73 65 72 73. Registry Explorer will look for a single Null terminator for ASCII strings (00) and double
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Null terminators (00 00) for Unicode strings. If no Null terminators are found, the bytes will be interpreted from the

current offset to the end of the data.

The Data interpreter can also convert GUIDs to known folder/location names as seen below.

RegBinary Other L
RegBinary 4 GUID 2heelfad-a00a-44d7-937 1-beb06409368 3
i Maps to Control Panel
RegDwor IP Address 104.5. 230"
RegBinary Strings B
ASCIL h-8
Unicode LHEE T e
MOTE: Data is interpreted from the current cuffset and iz not based on the selected bytes
Slack viewer ( Offset: 4 (D) ) Always on top |:| ¥

14 00 1F TD.IE EE 26 0A AD DV 44 93 71 BE BO 64 CO 86 83 00 00 ... ph.i & =D g3 dE. ...

In this particular case, a GUID was found at offset 0x04, 26ee0668-a00a-44d7-9371-beb064c98683, that maps to
‘Control panel.’

To copy values from the Data interpreter to the clipboard, press Ctrl+C. To copy both the value type and the
value (in type: value format), press Ctrl+Alt+C.

Interacting with deleted keys
Registry Explorer is capable of recovering both deleted Registry keys and values. It also reassociates deleted
values with their parent keys and subkeys to their parent keys.

In some cases, it is not possible to reassociate recovered keys to an active Registry key because the deleted key’s
parent cell index does not correspond to a key’s offset in the active Registry.

Registry Explorer shows recovered deleted keys in up to three ways: “Inlined’ with existing keys (that is, deleted
keys are shown where they used to exist), Associated deleted records (the same info as Inlined keys, but the parent keys
are placeholders), and Unassociated deleted records (no parent key could be found in the active Registry).

Inlined with existing keys

When Registry Explorer can reassociate a key with an active parent key, it is shown under the root key under its
parent key. The icon for the deleted key (and all its subkeys) is the same as an active key, but a red X is shown in the
lower right corner to denote it is a deleted key. The font for deleted keys is red.
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‘ Fegistry hives (1) | Available bookmarks (1/0) |

Key name #values  Lastwrite ...
¥
4 [ C\ProjectWorkingFolder\RegistryViewerZ\UsrC... 212015 ...
4 5-1-5-21-146151751-63468 2458-1215037315-1000_C... 0 9/19/2011...
A Local Settings ] 9/19/2011...
i F= MuiCache 0 9/19/2011...
A Software ] 9/19/2011...
A Microsoft i] a/19/2011...
A Windows 1] af19/2011...
[ CurrentVersion i] a/19/2011...
4= Shell 0 9/19/2011...
47— BagMRU 4 2/1/2015 ...
3 2/1/2015 ...
b 2 2/1/2015 ...
2 2/1/2015 ...
3 2/1/2015 ...
2 9/19/2011...
0 2/1/2015 ...
i = VirtualStore 0 9/19/2011...
I | Assodated deleted records 0

Associated deleted records

All associated deleted records are also shown under a virtual key called ‘Associated deleted’ records. Under this
key, placeholder keys (keys with a link icon in the lower right) are created that denote active keys, down to the point
where the deleted key can be found. In the example below, the same path as seen above is reflected down to the
‘BagMRU’ key. At this point, the icon and font color changes to indicate the key is in fact deleted and has been
reassociated.
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‘ Registry hives (1) | Available bookmarks (1/0) |

Key name #values Lastwrite ...
¥
4 | C\ProjectWorkingFolder\RegistryViewerZ\UsrC... 2f1f2015...
¥ B E5-1-5-21-146151?51-63468248-1215[]3?915-1[][]0_[:... U] 9/19/2011...
4| ;. Associated deleted records 0
A "_E_. 5-1-5-21-146151751-63468243-1215037915-1000.., 0
4|__ Local Settings 0
A "_-:- Software 0
Jre__ Microsoft 0
4{__ Windows 0
i)
0
2 2f1j2015 ...
2 212015 ...
3 2f1/2015 ...
2 9/19/2011...

Unassociated deleted records

In the cases where an active key could not be found, the recovered deleted key will be placed under another
virtual key called ‘Unassociated deleted records’ that functions in a similar way to the Associated deleted records. The
primary difference between the two is that there will not be any active parent keys shown for unassociated records.
Unassociated records can be explored like any other records (looking at values, viewing Technical details, etc.).

4 ([ C\ProjectWorkingFolderRegistryViewerZ \NTUSER.DAT g
[ [~ CsiTool-CreateHive-{00000000-0000-0000-0000-000000000000%
i | o Assodated deleted records
4 | g4 Unassodated deleted records

B | w {1a5c7e00-a12e-4cb 3-9cd2-30 59 7f5f 1d3e}

[ w {1BC4FAST-AEEC-4152-BD7A-07SEENBOE3E 1}
{1CeAS1C9-D07D-4e82-BD3E-0EETFE8ACO0S:
{1FODAZ1F-1C6 1-4b96-B 1CC-CBF 203872353}
{1F411263-34 1D-43F5-96AF-F 5643CE89 186}
{1faf3ch1-30ac-40ca-b115-5999e 7dafa 38}
{1202F564-3522-4149-BADS-58B20 79D 704}
{22189D02-CCAS-40AE-ART4-6C2ATR4FEOT 1}

{2E36F 104-B23C-4350-AB41-18ER08940038}
| 3 Incompatiblelist

| S K R » [N (R O R Y, R o Y o o

b U U U O U
B

LK ]
$
e R e e e e b ek e ek

| % PortSupplier

I P e = mm e m mem m mom o e s e -

Creating bookmarks
To create a bookmark, right click on a key and select Add bookmark.
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4 [ C\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedB...

4 5-1-5-21-146151751-63468248-1215037915-1000_Classes

[ Local Settings

4 [ virtualStore

Add bookmark

’H
H Eport

Copy
Expand subkeys

Collape subkeys

[T
LB

Technical details

®

Alt+Down
Alt+Up
F5

[ T o Y o R o R
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Since Registry Explorer knows the hive type and key path already, these values will be prepopulated. In the

example below, a UsrClass hive is active and the VirtualStore key is selected.

=]

[ Adding bookmark
Hive type srClass
Category | M
Mame VirtualStore
Key path VirtualStore
Shaort description

Long description

Cancel

The Category field allows you to place this particular Registry key into a high-level group. This will eventually be

used for reporting. Several preexisting categories are included, but typing a new Category will add it to the list.

The Short description serves as a summary for what the key means or why it is relevant. The value entered for

Short description will show up after the name of the bookmark in the bookmarks menu.
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The Long description should contain technical information, links to web pages with more information, or any

other information you want to convey.

Recall the bookmarks menu is dynamic and will update according to the keys that are available for the selected
hive. If, before adding the bookmark, the Bookmarks menu looked like this:

[ETRT

Bookmarks (1/0) View Help

j. 5= | Commaen () r BagMRUl{ShelIBagrnutkeﬂang
Manage bookmarks  Ctrl+B e L te tim

orkingFolder\RegistryViewerZ \UsrClassDeletedB... 212015 7.1

And our new bookmark looks like this:

[ Adding bookmark @
Hive type UsrClass
Category User virtualization -
Mame VirtualStore
Key path VirtualStore

Shart description | Storage that's virtual

Long description | This key contains vero eos et accusamus et iusto odio dignissimos dudmus qui blanditiis praesentium
voluptatum deleniti atque corrupti quos dolores et quas molestias excepturi sint occaecat cupiditate
non provident, similique

Save l I Cancel
The Bookmarks menu will look like this once the Save button is clicked:
0.4.3
Bookmarks (1/1)  View Help

3 Commen (1) (N

User created (1) 3 VirtualStore (Storage that's virtual) istamp
I WETERUTEITEIE L Leletedﬂ... 2/1/2015 7:15:49 Pf
146151751-63468248-1215037915-1000 Classes 0 9i19/2011 4:30:48 F

A ‘User created’ menu is now visible as is our VirtualStore bookmark (with the short description shown in
parenthesis after the key name).
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Selecting the ‘VirtualStore’ bookmark expands all child keys to the bookmarked key in the selected Registry hive.

Managing bookmarks

Recall bookmarks are kept in two folders, one for included bookmarks and one for user created bookmarks.

Registry Explorer contains a Bookmark manager that is available under the Bookmarks menu.

] Bookmark Manager

(O

Drag & column header here to group by that column
Type Hive Type Key Path Category MName Short Description Long Description

¢ -

Local Settings Aaa Local Settings a Al
Common  NTUSER Software\MicrosoftiWindows \CurrentVersion {Run Autoruns Run User run key Al
Common  NTUSER Software\Microsoft\Windows \Currentversion \UnreadMail Communication UnreadMail Unread email accounts
Comman  NTUSER Software\Microsoft\Windows\CurrentVersion\Explarer\CD ... Operating system  CD Burning CDROM burning infa Al
Common SOFTWARE — Microsoft\Windows NT\CurrentVersion Operating system  Currentiersion Windows version information Al
Common SOFTWARE — Microsoft\Windows NT\CurrentVersion\Image File Executio...  Operating system  Image File Execution O... Force a program to run via de... Al 3
Common  SYSTEM ControlSet00 1Y Control\ComputerMame \ComputerMame Operating system  ComputerMame The name of the computer Al I
Comman  SYSTEM ControlSet00 1\Control\Windows Operating system  Windows Last shutdown time Al
Common  NTUSER Software \Microsoft\Windows\CurrentVersion\Explorer\Ru...  Program execution  RunMRU Most recently run programs Al
Common  NTUSER Software\Sysinternals Program execution Sysinternals Sysinternals config info Al
Common  NTUSER Software\Microsoft\Windows\CurrentVersion\Explorer\Us...  Program execution UserAssist Recently accessed items Al
Comman  SYSTEM ControlSet001\Control\Session Manager\appCompatCache  Program execution AppCompatCache System compatibility database Al
Common  SYSTEM MountedDevices Storage MountedDevices Currently mounted volumes Al
Common  SYSTEM Control5et00 1\ Enum \USBSTOR Storage USESTOR USE devices Al
Common  NTUSER Software\Microsoft\Windows\CurrentVersion\Explorer\Co...  User files and fo... ComDlg32 Commeon dialog Al
Common  NTUSER Software \Microsoft\Windows \CurrentVersion \FileHistory User files and fo... FileHistory File history info Al
Common  NTUSER Software \Microsoft\Windows\CurrentVersion\Explorer\Re...  User files and fo... RecentDocs Recently opened files by exte... Al
Common  NTUSER Software WinRAR User files and fo... WinRAR WinRar history ol
Click on a cell to edit bookmark info, Changes will be automatically saved. Bold column headers denote read-only columns, Press 'Ctrl-Delete’ to remove a bookmark | OF; |

The column headers in bold (Type, Hive Type and Key Path) are read only. To edit any of the other columns, click
on that column’s value and adjust. The bookmark is saved automatically and the Bookmarks menu will be updated

accordingly.

Available bookmarks

The Available bookmarks tab is an optimized way to view all available bookmarks across all loaded hives. Using

the Available bookmarks tab allows you to see all bookmarks that exist without the distraction of parent keys or having

to drill down into different hives to review things.

After loading one or more hives, click on the Available bookmarks tab. An example of this is shown below.
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Key name # values
¥
4 [ D:\temp\re\3.dat
3 [ [iBagMRU P14
[ [ Local Settings i
4 I D\temp\re\4.dat
[ F— BagMRL 30
[ [ Local Settings i]
4 [ D:\temp\re\2.dat
I = BagMRL 10
[ [ Local Settings i
4 [ D:\temp\re\l.dat
[+ [~ BagMRU 156
I [ Local Settings ]
4 [ D:\temp\re\5.dat
I = BagMRLJ 17
[ [ Local Settings ]
4 | C\ProjectWorkingFolder\RegistryViewerZ \NTUSER.DAT
= Run 13
I [ UnreadMail ]
[+ = CD Burning 2
[~ RunMRU ]
[+ [ Sysinternals ]
[ [ UserAssist ]
I [ ComDlg32 1]
[ [ FileHistory i]
[ [ RecentDocs 150
[ [ WinRAR 0
I = Ares 19
[ [ Default
I B FTP 2
Bookmark information
Hive D:\tempirel3.dat
Cateqgory ser files and folders
Mame BagMRLI
Key path Local Settings\software \Microsoft\Windows\Shel \BagMRLI
Short description ShellBag root key
Long description ShellBags hold user activity related to accessing resources on a
computer
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Last write imestamp

11/26/2014 4:14:15PM ...

5/20/2014 2:26:24PM ...

1/30/2015 7:00:34PM ...
5/20/2014 2:26:24PM ...

9/23/2014 11:07:17 PM ...

8/1/2014 10:38: 18 PM ...

10252013 2:15:20PM ...
10232009 10:22:25P...

10232013 3:09:17 AM ...

9/23/2013 7:52:03PM ...

12/3/2014 1:19:24PM ...

7/29/2014 12:26:56 FM ...
11282014 4:57:04FM ...

5/20/2014 2:26:30 PM ...
5/29/2014 1:06:41PM ...
5/20/2014 2:31:27PM ...
5/20/2014 3:21:50 PM ...
5/20/2014 2:19:35PM ...
12/8/2014 2:59:56 PM ...

9122014 10:45:53 FM ...

8/26/2014 5:52:22FM ...

11/29/2014 6:06:33PM ...
11252014 4:52:19PM ...

L3

m
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When the root folder for a bookmark is selected (BagMRU in the example above), information about the
bookmark is shown at the bottom of the window in the Bookmark information section.

The numbers at the end of the Available bookmarks tab indicate the total number of common bookmarks (20 in
this case) and the total number of user created bookmarks (5 in this case). Available bookmarks dynamically updates as

hives are loaded/unloaded, bookmarks are created/removed, etc.

Right clicking on a key brings up a context menu. The options work the same way as on the Registry hives tab.
The ‘Jump to key’ option will change the active tab to the ‘Registry hives’ tab and select the bookmarked key. This is
useful to see the bookmarked key in context with other keys.

4 i Dx\temp\re\2.dat
» b [~ BagMRU f10

\  LocaiSet Key: BagMRU ; E

4 | Dc\tempirel| “= Jump to key on ‘Registry hives' F&
[» BagMRLI

& Local Settin Copy " fcj Key name
4 i D:\temp\re\ 4% Expand subkeys Alt+Down J® Key path
’ BagMRU Collape subkeys Alt+Up = Last write time
[ Local Settin _ _ 1 ‘.
Technical details F5

4 | C:\ProjectWe _

Searching
Registry Explorer contains powerful searching capabilities including standard string searches and regular

expression based searches. It can also search for keys where the last write timestamp is before, between or after a given
timestamp or pair of timestamps, or for values that have a data size greater than a certain number of bytes.
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%5 Find =5 H=R =)
Options  Help
Standard Last write timestamp Minimum value size
Search for | - Earliest (UTC) = | Minimum size (bytes) 512 .
Literal Search in Latest (UTC) -
v W
Keduane Value name @) Before Between After
| Value data Value slack
Search Search
Search type
@) Simple Regular expression
Results (Double click a row in the Results grid to select the search hit in the main window)
Drag & col eader here to group by that co
¥
Hive path: Mone  Search hits: Nene  Enter search criteria and click 'Search’ Always on top I:l

Registry Explorer allows you to search all hives at once across key names, value names, value data and/or value
slack. Searching is done against each hive asynchronously and results will appear as they are available.

Options menu

Clear recent
When conducting a standard search, search terms in the ‘Search for’ box are remembered between program
executions. Use this option to clear these recent searches.

Convert
The convert menu contains options to convert the entered string in the ‘Search for’ box to its ASCIl or Unicode
hexadecimal value. This is useful when searching for patterns in Value data.

For example, entering ‘Eric’ (without the quotes) and using the conversion options results in the following being
shown in the ‘Search for’ box:

e ASCII: 45-72-69-63
e Unicode: 45-00-72-00-69-00-63-00

The converted value can now be used to search for the initial string in its encoded form.
Help menu

Search tips
Shows several tips for different kinds of searches

Regular expressions
Launches a web page with information about creating .net regular expressions
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Standard search

To conduct a standard search, simply enter a value in the ‘Search for’ box and click ‘Search.’ You can also press
the Enter key after entering a search term to perform the search.

% Find [E=5ECR ==
Options  Help
Standard Last write timestamp Minimum value size
Search for soft Earliest (UTC) = Minimum size (bytes) 10,000 | 5
[T Literal Search in atest (UTC) -
7 7 _ _ _
Key name Ce s (@) Before () Between () After
Value data  [] Value sla
Search Search
Search type
(@) simple ~ Regular expression
MNOTE: Unassodated deleted records are not searched in this version
esults (Double click a row in the Results grid to select the search hit in the main window)
Hive Name Hit Location  Last Write Time Key Path Value Name Value Data
® a
3 Key name 9/19/2011 4:31:27 PM +00:00 Local Settings\Software
UsrClassDeletedBags.dat  Key name 9/19/2011 4:31:27 PM +00:00 Local Settings\SoftwareMicrosoft =
UsrClassDeletedBags.dat  Key name 9/19/2011 4:42:42 PM +00:00 Local Settings\Software Microsoft\Windows'Shell\Bags\alFolders\shel\Microsoft. Win...
UsrClassDeletedBags.dat  Key name 9/15/2011 6:58:04 PM +00:00 VirtualStore MACHINE\SOFTWARE
UsrClassDeletedBags.dat  Key name 9/19/2011 6:58:04 PM +00:00 VirtualStore\MACHINE\SOFTWAREWows432MNode Microsoft
UsrClassDeletedBags.dat  Value data 2/12015 7:15:05 PM 400:00  Local Settings\MuiCache\5\52C6487E @C:\Windows\system32Y... Microsoft Window...
UsrClassDeletedBags.dat  Value data 2/1/2015 7:15:05 PM 400:00  Local Settings\MuiCache\5\52C6487E @C:\Windows\system32Y... More Games from ...
llarClassNeletedRans.dat Valie data 212015 7:15:05 PM +H10:00 | nral SettinasiMuicarhe\6\52CR4R T @aame e dll 10205 More Games from ...
Hive path: C:\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat ~ Search hits: 13 Search completed in 0.01868 seconds ac ~ Cancel search | Always on top l:l Export results

The Literal checkbox controls whether the term searched for is looked for in binary data when searching in value
data and/or slack. This is explained in more detail below.

If you entered a regular expression, change the radio button to ‘Regular expression’ so Registry Explorer knows
to use RegEx when searching. The Help menu can be used to get additional help on building .net regular expressions. For
additional resources on regular expressions, click here to view the regular expression searching section for RECmd.

Last write timestamp search

To conduct a last write timestamp search, choose the date range to search for via the radio buttons and enter
the required time stamp values, and then click Search (or press Enter).
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43 Find
Options  Help

Standard
Search for

Hive Mame

¥

b usrclass2.dat
usrclass2.dat
usrclass2.dat
usrclass2.dat
usrclass2.dat
usrclass2.dat
usrclass2.dat

nerrlass?.dat

ask -
[C] Literal Search in
[ key name  [] Value name
[] value data Value slack
Search type
(@ Simple (7 Regular expression

Drag a column header here to group by that column

Hit Location

Last write timestamp
Last write timestamp
Last write timestamp
Last write timestamp
Last write timestamp
Last write timestamp
Last write timestamp

| ast write fimestamn

Results (Double click a

Last Write Time

12/85/2009 7:28:29 AM +00:00
12/5/2009 7:28:40 AM +00:00
12/8/2009 7:28:40 AM +00:00
12/5/2009 7:28:40 AM +00:00
12/8/2009 7:28:40 AM +00:00
12/5/2009 7:28:40 AM +00:00
11102010 11:12:42 AM +00:00
124872009 7:55:01 AM +00:00

Hive path: C:\ProjectWorkingFolder\RegistryViewerZ\usrclass2.dat

Last write timestamp

Earliest (UTC)
‘.-‘-.-—-—.--_

-

Latest (UTC)

5/19/2011 12:00:00 AI\N

(@) Before (") Betwe

Key Path

5-1-5-21-2036804247-3058324640-2116585241-1114_Classes
Local Settings

Local Settings\Software

Local Settings\software \Microsoft

Local Settings\software \Microsoft\Windows

Local Settings\software \Microsoft\windows\Currentversion
Local Settings\software \Microsoft\Windows\shell

| nral SettinasSaftware IMicrnsnfHWWindnws \Shel \RanMRI I
Search hits: 384 Search completed in 0.04067 seconds

() After

the Results grid to select the search hit in the main window)

[B=N el =)

Minimum value size

Minimum size (bytes) 512 -

|W| »

Always on top |:|

Minimum value size search
When searching for values above a minimum size, the size of the value data’s length is shown in the Value Data

column as seen below.
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43 Find
Options  Help

Standard
Search for

Hive Mame

T

usrclass.dat
usrclass.dat
usrclass.dat
usrclass.dat
usrclass.dat
narrlass?.dat

Last write timestamp

Minimum value size

b UsrClassDelete...
UsrClassDelete...

Hit Loc...

Min size
Min size
Min size
Min size
Min size
Min size
Min size

Min size

ask - Earliest (UTC) = Minimum size (bytes)
[ Literal Search in Latest (UTC) -
[JKeyname  [] Value name @ Before () Between ) After
[] value data Value slack
Search
Search type
(@ Simple (7 Regular expression

Results (Double click a row in the Results grid to select the search hit in the main window)

Drag a column header here to group by that column

Last Write Time

2/1/2015 7:15:48 P...
2/1f2015 7:15:48 P...

9/11/2014 9:50:46 P...
9/11/2014 9:50:46 P...
3/21/2014 3:13:31P...
12/4/2013 7:21:41P...
8/31/2013 12:38:51 ...

4143017 17:401 24P .
Hive path: C:\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat =~ Search hits: 672 Search completed in 0.10007 seconds

Key Path

Local Settings\SoftwareMicrosoft\Windows\CurrentVersion\TrayMotify
Local Settings\SoftwareMicrosoft\Windows\Currentversion\TrayMotify
Local Settings\SoftwareMicrosoft\Windows\CurrentVersion\TrayMotify
Local Settings\SoftwareMicrosoft\Windows\Currentversion\TrayMotify
Local Settings\Software\Microsoft\Windows\shel\BagMR.U

Local Settings\SoftwareMicrosoft\Windows\Shel\BagMRU\10

Local Settings\Software\Microsoft\Windows\shel\BagMR.U\244

| nral SettinasMuiCarhe AN S 2CAIRTF

Value Mame

PastlconsStream
IconStreams
PastlconsStream
IconStreams

8

0

0

@anditnolmsn.dll.-822 | enath: 960
Always on top |:|

[B=N el =)

Value Data

Length: 52,526 |El
Length: 9,860

Length: 327,630
Length: &,220

Length: 10,343

Length: 540

Length: 977

Interacting with search results

Once a search is underway, results will show up in the Results grid at the bottom of the Find window.
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» UsrClassDeletedBags. dat
usrdlass. dat
usrclass.dat

nerrlace? dat

Key name
Key name

Key name

Kew name

9/19/2011 7:02:08 PM +00:00
3/19/2014 3:24:08 PM +00:00
3/19/2014 3:24:08 PM +00:00
2IN17 R+14-76 PM 400-0N

Hive path: C\ProjectWarkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat

%5 Find =5 H=R =)
Options  Help
Standard Last write timestamp Minimum value size
Search for mui - Earliest (UTC) = | Minimum size (bytes) 512 .
Litera Search in Latest (UTC) -
Keyname  []value name (@ Before () Between () After
[ value data [ alue slack
Search Search
Search type
@) simple (") Regular expression
Results (Double click a row in the Results grid to select the search hit in the main window)
Drag & column header here to group by that colu
Hive Mame Hit Location Last Write Time Key Path
¥

Local SettingsMuiCache
Local SettingsMuiCache
Local Settings\Software Microsoft\Windows \Shel\MuiCache

I nral SeHinaz M arhe

Search hits: 9 Search completed in 0002085 seconds

mi»

Always on top I:l

In the above example, a simple search was done for the string ‘mui’ which resulted in nine hits. The search

results contains the hive the hit was found in, what type of hit it was (key name, value name, etc.), and other relevant

information.

The columns shown in the Results grid will change depending on what kind of search was done. When searching

in value name and/or value data, two additional columns will be shown as seen below.

Last
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[l O s

Last write tmestamp Minimum value size
- Earliest (UTC) - Minimum size (bytes) 512 .
Search in Latest (UTC) -
o o
S R Q) Before Between After

Value data [ | Value slack

Lo
0

Search

Regular expression

cation  Last Write Time Key Path Value Name Value Data

name 5/21/2014 7:45:15 PM +00:00  SoftwareMicrosoft\Windows\Z...  MUIVerb @shell32.dll,-8507
name 5/21/2014 8:54:30 PM +00:00  Software\Microsoft\Windows\C...  MUIVerb @shel32.dl,-8507
name 5/21/2014 9:29:34 PM +00:00 Software\Microsoft\Windows\C...  MUIVerb @shell32.dll,-8507

name INMNIMN14 4754 PM 40000 Snfhwars MirenenfHiilind meee b Ml ITW=rh imehell1? Al -REAT
der\RegistryViewerZ\UsrClassDeletedBags.dat = Search hits: 70 Search completed in 0,97850 seconds Always on top |:|

m

When searching in value data and/or value slack, the Search for term will be found regardless of case or
encoding (Western 1252 and/or Unicode to be exact). This makes it easy to find strings that have been encoded in
binary data.

The way this works is to take the raw bytes that make up the value data and/or value slack and convert it to a
string (again, in Western 1252 and Unicode), which is then searched using a regular expression. The regex will find the
hit with exact capitalization, and the exact hit is then converted back to a byte string. This hit can then be reported back
to the application and the data highlighted in context with the rest of the data, regardless of encoding or capitalization.

If the Literal checkbox is checked, the additional search against the converted data is not done behind the
scenes. This allows you to look for specific byte patterns without Registry Explorer converting binary data to strings.
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£ Find =] ===
Options  Help
Standard Last write timestamp Minimum value size
Search for ask - Earliest (UTC) = | Minimum size (bytes) 7512:
[ Literal Search in Latest (UTC) -
Key name Value name

(@) Before () Between () After

Search Search

[ value daté Value slack

Search type

@) simple (") Regular expression

Results (Double click a row in the Results grid to select the search hit in the main window)
rag a column header here to group by that column

Hive Mame Hit Location Last Write Time Key Path

Value Name Value Data Slack
¢ -
Value name 212015 7:15:05FM +00:00  Local Settings\MuiCache\6452C6487E @C: Windows\System32\taskb. .. =
Usr(lassDeletedBags.dat  Value name 2/1/2015 7:15:05 PM +00:00  Local Settings\MuiCache\6452C64E7E @C:\Windows\System32\taskb. ..
UsrClassDeletedBags.dat  Value slack 2/1/2015 7:15:41 PM +00:00 Local Settings\Software\Microsoft\Windows\shel'\g... 0 61-00-73-00-6B-00
nerrdass? dat Valie name | 4/4§20112 12:40: 74 PM 400NN | aral SeHinns\WiCache 140590 64R7F A Whlindrws\Gustern 32 askh h
Hive path: C:\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat ~ Search hits: 105 Search completed in 0.27427 seconds Always on top I:l

In the screen shot above, notice the hit in value slack was found Unicode encoded (61-00-73-6B-00)

Viewing search results

To view the search hit in the main Registry Explorer window, simply double click on the result you wish to view.
The Registry hive containing the hit will be selected along with the key where the hit was found. If the Hit location isin a
value name or in value data, the corresponding value will be selected under the key.
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File Tools

& Registry Explorer v0.0.4.6

Key name

T T YT YTYYTYYVYVYVVYYVVVVYVVVVVEVYVVVVVVVYY

A9 Find
Options  Bookmarks (1/1) View Hel| Options
Registry hives | Avaiable bookmarks (3/2) | o
Search for
[~ {c0bf323d-faa8-4b15-bdca-92c6g

{CAFEEFAC-0013-0000-0003-AB
{CAFEEFAC-0013-0000-0004-AB
{CAFEEFAC-0013-0000-0005-AB
{CAFEEFAC-0013-0001-0000-AB:
{CAFEEFAC-0013-0001-000 1-AB
{CAFEEFAC-0013-0001-0001-AB
{CAFEEFAC-0013-0001-0002-AB
{CAFEEFAC-0013-0001-0002-A5
{CAFEEFAC-0013-0001-0003-AB
{CAFEEFAC-0013-0001-0003-A5
{CAFEEFAC-0013-0001-0004-AB
{CAFEEFAC-0013-0001-0004-A5
{CAFEEFAC-0013-0001-0005-AB
{CAFEEFAC-0013-0001-0005-A8
{CAFEEFAC-0013-0001-0006-AB
{CAFEEFAC-0013-0001-0006-AB
{CAFEEFAC-0013-0001-0007-AB
{CAFEEFAC-0013-0001-0007-AB
{CAFEEFAC-0013-0001-0003-AB

Hive Name

Help

(= el =

Last write timestamp Minimum value size
mui - Earliest (UTC) T Minimum size (bytes) 4,096 3
[ Literal Searchin Latest (UTC) -
0-00-00-....
R =¥ name Mz @ Before Between () After
gdata [ | value slack
Search
Search type
@ Simple

Drag a column header here to group by that column

Hit Location

UsrClass.dat  Value data

UsrClass.dat  Value data
Hive path: C:\temp'\UsrClass.dat

Results (Double click a

Last Write Time Key Path

12f1/2011 12:04:54 PM +00:00
12/15/2014 9:20:56 PM +00:00

ControlSet00 1\Control s MUILanguz
Wows432Node\CLSIDV{c0bf323d-faad-4h 19
12{19/2014 9:20:56 PM +00:00 Waows432Node\CLSID\{bf26 11c5-cfo9-4e 19-be

12/19/2014 9:20:56 PM +00:00 Wow5432Mode\CLSIDWOb4c79e8-d476-4821-ad 17-
Search hits: 38 Search completed in 1.01626 seconds

he Results grid to select the search hit in the main window)

Walue Name Walue Data
-
9-92ctach76dcl}  YEEWLL <SoftwareKey > <EncryptedData xmin... ‘
593688709}  AGLIN <Softwarekey ><EncryptedData xmin. ..
EASFUL <SoftwareKev><EncrvotedData xmin.., ~

Always ontop || Export results

{CAFEEFAC-0013-0001-0008-ABCoTrrtoeony
{CAFEEFAC-0013-0001-0003-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0009-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0010-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0010-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0011-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0011-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0012-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0012-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0013-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0013-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0014-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0014-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0015-ABCDEFFEDCEA}
{CAFEEFAC-0013-0001-0015-ABCDEFFEDCEB}
{CAFEEFAC-0013-0001-0016-ABCDEFFEDCEA}

T T
10/222014 2:28:53 PM +00:00 Value name
10 i 28: i

/222014 2:28:59 PM +00:00 Value type
10/22/2014 2:28:59 PM +00:00
10/22{2014 2:28:59 PM +00:00 Slack
10/22/2014 2:28:59 PM +00:00

Value

T
1

1

1

1

1

1 10/22{2014 2:28:59 PM +00:00

1 10/22/2014 2:28:59 PM +00:00

1 10/22{2014 2:28:59 PM +00:00

1 10/22/2014 2:28:59 PM +00:00

1 10/22{2014 2:28:59 PM +00:00

1 10/22/2014 2:28:59 PM +00:00

1 10/22{2014 2:28:59 PM +00:00

1 10/22/2014 2:28:59 PM +00:00

1 10/22{2014 2:28:59 PM +00:00

1 10/22/2014 2:28:59 PM +00:00

|\‘EEVLL

|REgSz

100-00-00-00-00-00-00-00-00F

j00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-

A
v

o T 1T S ST O T I 1A S e T T
ITUME JA4AYXbQ 7W AVpWNr 53Kx6 1] TOREng (Tgnd 3dQpY 345w yiRHGMsUP +HmREX /2 +
(Onix7g8BC7jghR fK-+DezbZol 4 CmpVUIP 2%
+a0PrmARXiG430FN 7/SIFMIFKEHZ 1tV #6002 7F TIMXt 20jsBK 4L hley FELITabWr &)
0c8QZ 3gQuun 7Dxf3alT 1TeV21g3GVnYe 3PMTw 76muiSN +YCowZLgl9gLOBFm+YnnWs5Cr
IbfHYZX3WmVCiQhPx 3T6DIeQam +rwalnfNHEW o972 0w 25X GXY 96K TDMgI YarVOkLHbXf
|ABNBSQMLUIOV2G 10Tt 7UTQOAXI 7ChQmOa0KEPDxh Ffqte\W Y TZNUMy4RR zqnKMEBX f3j
|3¥m3hjv //6/IGQbQIF +xiJdsfowuBizIL 1dUceOFRBzEWE 1Yo /zuc1aARqCwetogwtivts

IGLNYNb/TGbr 21 f6d yYj3 1ZHBS]hDg 1% /8VaVd 7HLLpD MVUGEyvIm5h17

+{GCsE5QN A ICa0G T WyhqSBCkel /2X5C 54kHZR 2V aphdFjX D 7WWIyEOFZS0ShtS T
|7DZAhr 58tFowCIgVveB4vpA3YiX -+ IfEr +Mecd FEWpixOvBTxKMyimKOhI4iul +mLaSezT

ieYLCGOLg3d IMgtwDu9QxhjODrcetnSk3HrIar 78lsmrnASIZKE Ak /Wkeu4swbCXzWceWzDt
Qq3hEjoaHGl+knVCar Zdt3LLAIDrD+gj0GL 47 qtd| 3xNul 3UASSHZjAwyo 3ZWERdNEG AkgA
FaysrgyNUpo2MsoHg 1asBKbIG 1uOrkllp 20 2R spE 2ud2a46g/3fR 53YaWThvXvEodKy W)+
VuvgDmUkuMRf3AleeLiAWRHGdckCIOKc/ZHgj1)32kHibNaIZ cIXFBbXMIBMZTEGESUYTX T

>

v

Last write:

12/19/2014 %:20:56 PM +00:00

[ Key: € Wowb432Node\CLSIDY{cObf323d-faa8-4b16-bdcd-92cbacb76dc

1 of 1 values shown (100,00 %)

Load complete

Value: | YEEVLL

Hidden keys: 0 26

Collapse all hives

For all simple searches, the search hit will be highlighted (or, in the case of a RegBinary hit,

up the hit will be selected). A few more examples of this are shown below.

For key name hits, the matching part of the key name is highlighted.
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@ Registry Explorer v0.0.4.6
File Tools Options Bookmarks (3/1) View Helg 48 mg
Registry hives | Available bookmarks {9/2) | Options  Help
Key name
. Standard Last write timestamp
r F= L=a Search for mui hd Earliest (UTC)
[ [ MediaCategories D Literal =i Latest (UTC)
[ [ Medialnterfaces ;
b [T MediaProperties EITEE Value name @ pBefore  (Between () After
b [~ MedisResources valuedata [ value slack
B [ Network Sez
> [ MetworkProvider Search type
4 N @ simple () Regular expression
I [~ CodePage
= Lan roups
& = Lo Results (Double click a row in the Results grid to select the search hit in the n
3 i [ MULanguages
Drag a column header here to group by that column
B F= NTMS
b F= PnP Hive Name Hit Location Last Write Time Key Path |
I [F= Print ®
== PriorityContral » system 2{1f2011 12:04:54 PM +00:00 ControlSet001\Control\MIs\MUILanguages
[~ ProductOptions UsrClass.dat  Value data 12/19/2014 9:20:56 PM +00:00 #50-9b 16-bdc9-92c6ach 7adc 1}
b [ SafeBoot UsrClass.dat Valuedata  12/19/20149:20:56 PM +00:00 WowG432Mode \CLSIDWbf2611c5-cf99-4219-be15-332593688709F .
- ;
P fnei| St UsrClass.dat Valuedats  12/19/2014 9:20:56 PM +00:00  Wow6432Node\CLSIDWSh4c798-d476-482 1-ad 17-2253d053 1ebb} |
= : . - -
b SecurePipeServers Hive path: C:\tempsystem  Search hits: 33 Search completed in 1.01626 seconds
I [ SecurityProviders
T

For value data (when the value type is RegBinary) and value slack, the bytes that make up the search hit are

selected in the hex viewer.

X Find
Options  Help
& Registry Explorer v0.0.4.6 Standard Last write timestamp Minimum value size
File Tools Options Bookmarks (1/1) View Hi Search for ask - Earliest (UTC) ~ | Minimum size (bytes) 4,006 7
Registry hives | Available bookmarks (9/2) ‘ DL Latest (UTC) M
Key name
R d [l value name O Before  ()Between () After
[~ Microsoft.BingWeather_3.0.4. 2: Value slack
= Microsoft.HelpAndTips_6.3.9654 Eexdy
Search type
[-= Microsoft. Internal Media.PlayRe|
4 [ Micosoft.Internal,Media.PlayRe| @ simple lar expression
I [ ActivatableClassId
4 [ Interfaces
13 [~ {06698336-96EA-4210-4
F= [275F986C DAB9-4408-4 Results (Doul o select the search hit in the main window)
[T {2AESFF87-528C-4BE2H ag a column header here to group by that column
[~ {3380DF4E-CD7E-4C58-
Hive Name  HitLocation  LastWrite Time Value Mame Value Data Value Data Slack
[~ {35BATE19-E55D-4792-4
[~ {41FDF3B4-BC14-4FF0-§ & %l
F= {4E499F75-0420-4114-B system Value data 12/1/2011 6:06:31PM +00:00  ControlSetd0 1\ScMiges'\Dhep'Parameters\Options| 1 SYSTEM\CurrentCo... =
[~ {517841AD-E0SD-40CF-{ system Walue data 5/11/2015 2:31:58 PM +00:00  ControlSet001}Enum R EGACY_SCHEDULE'D000 DeviceDet Task Scheduler
7= {57F43684-9C42-4939H » UsrCIass.da 5/20/2014 3:04:03PM +00:00  ActivatableClasses\Packag®@irosoft. Internal. Media....  ProxyStubCLSID {7E51E 1D5-DDCB
[== {6EC715D4-08AB-4FD7-{ UsrClass.dat  Value slack 9/11/2014 8:05:56 AM +00:00  ActivatableClasses\Packane\MiWgoft.BinoMans 2.1.3...  CLSID
[~ {7DE8418EEFED-4EDA- Hive path: C'\temp\UsrClass.dat  Search hits: 270 Search completed in 1.28066 seconds Export results
[~ {804403B8-DCF4-4F6A

{B3C1B6CS-1C41-4012-BACA-2DASBO00C1CA}
{92FD10B6-3766-4349-A0CT-GE0EF 3041531}
{99F92323-4861-42F5-8151-192376 3690F 2}
{AB0BE 281-DC7C-486B-89DC-A989D606E96 1}
{B37E4088-841E-4285-A230-6019423E858D}
{D9179E2C-D002-4A7C-8CCF-EB4F5D 1C2438}
{DATE6SC 3-E316-4241-8B31-0AB40 1D 130EC}

L I T T P E—

FRE RN RN R CRCReY

For value name and non-RegBinary value data hi

5/20/2014 3:04:03 PM +00:00
5/20/2014 3:04:03 PM +00:00
5/20/2014 3:04:03 PM +00:00
5/20/2014 3:04:03 PM +00:00
5/20/2014 3:04:03 PM +00:00
5/20/2014 3:04:03 PM +00:00

ts, all instances of the search term are highlighted.
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o
- 25 7o (o s B
& Reqistry Explorer v0.0.4.6 Options Help
File Tools Options Bookmarks (3/1) View Help
- - Standard Last write timestamp Minimum value size
Registry hives | Available bookmarks (9/2) ‘
Key name Search for an - Earliest (UTC) = Minimum size (bytes) 4,09 | -
? [ Search in Latest (UTC) -
[ VMTools B
iey name [ value name 3 . ' .
> VMUpgradeHelper Q) Before Between After
[3 WMware Physical Disk Helper Service yalue data ] Value slack (P
B & Search Search
e Search type —
b vmx_svga
YalSnap @) Simple
3 V55
3 W32Time
-4 W3SVC
in the Results grid to select the search hit in the main window)
3 Wanarp
WDICA here
3 wdmaud
Hive Mame  HitLocation  Last Write Time Key Path Value Name Value Data
3 WebClient
® -
b [ winmgmt =
o Winsock system Value data 12/1/2011 6:08:06 PM +00:00  ControlSet002\Services\WmiAp! DisplayName \WMI Performance Adapter -
[ WinSock2 system Value data 12/1/2011 12:04:54 PM +00:00  ControlSet002\Services\Wmi DisplayName
[ WirTrust » system Value data 12/1/2011 12:04:54PM +00:00  ControlSet002\Services\Wmi Description
b WmdmPmSN svstem Value data 12/1/2011 6:10:38 PM +00:00 ControlSetd02\5ervices\WmdmPmSh Descrintion
3 [3 Wmi Hive path: C'\temp\system  Search hits: 3,284 Search completed in 1.34392 seconds Always on top I:l Export results
3 WmiApRpl
b = VUmiApSry 3 12/1/2011 6:08:06 PM +00:00 Type viewer | Siack viewer
[ WS2IFSL [ 5/11/2015 2:31:43 PM +00:00 Value name |Descnpuon
3 WSCSVC 8 5/11/2015 2:31:43 PM +00:00 Value type
3 WUBUSErY 7 5/11/2015 2:31:43 PM +00:00
[3 WZCsvC 10 5/11/2015 2:31:43 PM +00:00 Sladk |DD~DD
'3 xmlproy 8 12/1/2011 12:04:54 PM +00:00 - -
> {07171AC2-0D12A-327d-BCE 5-B6C2D6C 70565} 0 12/1/2011 6:36:21PM 400:00 Value Provides systems management information to and from drivers.
-4 {F5DBBEFB-56C1-4D33-B41A-5731C2AB256F o 12/1/2011 6:06:32 PM +00:00
LastknownGoodRecovery ] 5/11/2015 2:32:27 PM +00:00

Search tips

The fastest searches are against key names. Searching against value names will be slower than key names only.
Searching value data/value slack is slower still. This is because every value of every key has to be looked at in order to
search for value names or value data/slack across all loaded hives.

Do not let this stop you from searching against value names and data however. Even with these options
selected, Registry Explorer can still search multiple hives very quickly (often under a second), but this depends on the
number of keys and values in the loaded hives.

You can export the search results to Excel via the button in the lower right.

Technical details in depth

One unique feature of Registry Explorer is the ability to view the technical details of any key, its values, security
information, etc. This feature bridges the gap between a hex editor and other viewers in that Registry Explorer can be
used to validate itself as to its interpretation of Registry data.

To view the technical details of a key, select the key you are interested in, then right click and select ‘Technical
details’ from the context menu. F5 can also be used as a shortcut.
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& Technical details for 'Local Settings\Software WMicrosoft\Windows\shel \BagMRL' EI\E'
NK record | Values | Subkeys | SK record | Full detzils as text | Hive details |

General information »  Allindexes are relative. Add 0x1000 to find the

Size (Offset 0x00) 0x53 (38) — same data in a hex editor

Relative offset 0x5800 (23504)

Absolute offset 0xBeB00 (27500)

Signature {Offset 0x04) nk A

Last write timestamp (Offset 0x08) § 212015 7:15:41 PM +00:00 3

Is free |

4 Flags (Offeet 0x0&) 0x00000020
Flags present Compressediame

Mame information B

Mame (Offset 0x50) BagMRL

Mame length (Offset 0x4C) 0x6 (8)

Maximum name length {Offset 0x38) 0x2 (2)

Parent cell information

Parent cell index (Offset 0x14) 0x5780 (22448)

Value information

Value count (Offset 0x28) x4 (4)

Value list cell index (Offset 0x2C) 0x5A78 (23160) Double didk 'Parent cell index’ to load technical

PP T T T 7=y = <N P ¥ details for this key's parent
00 01 02 03 (04 05 06 07 10 11 12 13
A8 FF FF FF|GE 6B 20 00 7 00 00 00 00 TY¥¥yhk L DBkxB=EL L.
BO 57 00 00|01 OO0 00 OO0 0o FF FF FF FF WL b s Y
04 00 00 Q0|78 54 00 OO0 0o 02 00 00 00 o MEG B VT L
00 00 00 Q012 0O OO0 OQO(16 OO OO QO |00 OO OO OQO|{0p OO OO OO0
42 81 67 4D|52 55 00 00 BaghRU. .

ChProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat Bytes selected: 8 = Offset: 0xB (8) 7

In the example above, the Technical details for the ‘Local Settings\Software\Microsoft\Windows\Shell\BagMRU’
key are shown. The bytes at the bottom of the details form are the bytes for the NK record as they are found in the
Registry hive as viewed in a hex editor.

As different properties are selected, the highlighted bytes change to reflect the location in the raw data where
that property lives. The Last write timestamp property is selected, as are the bytes that this property is derived from.

The selected bytes can be copied via Ctrl+C. Hold Ctrl+Alt+C to copy both the property name and the value to
the clipboard.

If a key contains one or more values, the Values tab is visible and contains a list of all the key’s values. Selecting
a value will display the VK record’s properties and raw data as we saw with the NK record above.
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@& Technical details for ‘Local Settings\Software Microsoft\Windows\Shell \BagMR.LI

MK record | Values | Subkeys | SK record | Full detzils as text | Hive details |

[o]lE =]

,_Qlues

Value properties

General information

MRLUListEx
ModeSlots

I Vikrecord | Value data | Value slack

Size (Offset 0x00)
Relative offset
Absolute offset
Signature {Offset 0x04)
Is free
4 Flags (Offset 0x14)

Flags present
Mame information
Mame length (Offset 0x08)
Mame (Offset 0x18)
Data information
Data type (offset 0x10)
Data is resident
Data length (Offset Ox05)
Data (offeet 0x0C)
Other information

OXFFFFFFED (-32)
0x2ZEAS (11944)
0x3EAS (16040)
vk

Ox1
Mame is ASCII

0x1 (1)
a

0x3 (RegBinary)
]
w16 (22)
Data at relative offset 0x2ECE (11976)

»

m

00 01 02 03 (04 05
E0 FF FF FF |76 6B
30 00

01 00 63 00

00000014

06 07|08 09
01 00
65 00

8 09 0A OB|OC OD OE OF (10 2 13
16 00 00 00|C8 2E 00 00 (03 00 00 00 ayiipk. . | .. E...
64 00 75 00 c.0.e.dou

ChProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat

Bytes selected: 0 Offset: G0 (0)

¥

At the bottom of the Values tab, the raw VK record is shown. A hex viewer for the value data and value slack (if
the value has slack) is also shown. This allows you to see both the VK records and the data in one place. The value
data/slack is the data that is available at the Data offset.
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@ Technical details for ‘Local Settings\Software Microsoft\Windows\Shell BagMRLY [ & =5
MK record | Values | Subkeys | SK record | Full detzils as text | Hive details |
Values Value properties
0 General information o
1 Size (Offset Ox00) OxFFFFFFED (-32)
MRULIstEx Relative offset 0x2EAB (11944)
NodeSiots Absolute offest 0%3EAS (16040)
Signature {Offset 0x04) vk
Is free [
4 Flags (Offset 0x14) Oxl
Flags present Mame is ASCIT 3
Mame information 1
Mame length (Offset 0x08) 0x1 (1)
Mame (Offset 0x18) ]
Data information
Data type (offset 0x10) 0x3 (RegBinary)
Data is resident [
Data length (Offset Ox05) w16 (22) | =

Data (offeet 0x0C) Data at relative offset 0x2ECE (11976)
Other information

&% 06 07|08 09 04 OB|OC OD 0OE OF |10 2 13
00000000 E0O 4F DO 20 |EA 3A 69 10 |A2 DB 08 00|2B 30 30 9D ...Pa0b g:i.pga .00,
00000014 00 00
ChProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat Bytes selected: 0 = Offset: 0x0 (0) 7

If a key contains subkeys, the Subkeys tab is visible and contains a list of the current key’s subkeys. Double
clicking on a subkey will open the Technical details report for that key in its own window.

@ Technical details for ‘Local Settings\Software Microsoft\Windows\Shell\BagMRLY [ @[]
| MK record | Yalues | Subkeys | SK record | Full details as text | Hive details |

Double click a row to open the Technical details view for the selected subkey
Drag a column header here to group by that column
Key Mame Last Write Timestamp Subkey Count Value Count Iz Free
v
b i0 | 2/1/2015 7:14:41 PM +00:00 1 |
1 2/1/2015 7:15:41 PM +00:00 1
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Keys found in the active Registry (in other words, not deleted) will have an SK tab that contains the security key

information for the NK record. The SK tab works the same as the NK and VK tab in that the hex editor updates when
properties are selected, etc.

& Technical details for 'Local Settings\software Microsoft\Windows\shel \BagMRL! EI\EI
| NE record | Values | Subkeys | SK record | Full details as text | Hive details |
General information )
Size (Offset 0x00) 0xD0 (208)
Relative offset 0x2E0 (736) |
Absolute offset 0x12E0 (4832) 3
Signature (Offset 0x04) sk
Forward link (Offset 0x03) 0128 (296)
Badkward link (Offset 0x0C) 0x108 (472)
Reference count (Offset 0x10) i0x1E (30)
Descriptor length (Offset 0x14) 0xB8 (134)
Descriptor data [
Revision (Offset 0x18) 0x1 (1)
4 Control flags (Offset 0x1A) 0x00003004
Flags present SeDadPresent, SeSelfRelative
Offset to owner (Offset 0x1C) 0xB0 (123)
Offset to group (Offset 0x20) 0x3C (156)
Offset to SACL (Offset 0x24) 030 {0)
Offset to SACL (Offset 0x28) 014 (20)
DACL I
D awsicinn fnffoat M e £ bi
00 01 02 03|04 05 06 O7 |08 09 OA OB |OC OD OE OF |10 2 13
] 30 FF FF FF |73 6B 00 00 (28 01 00 00 |DE 01 00 00 |pySygelvpelaggeli] Oyyvyek. . [... B ..
4 B& 00 00 0QO|01 OO 04 B0(&0 OO0 OO0 OO |9C OO OO OO |00 OO OO0 OO0
8 14 00 00 0O |02 00 &C OO (04 OO OO0 OOC|0O0 O3 24 0OO0|3F OO0 OF OO P A P T T T
C 01 05 00 00|00 OO OO0 05(15 00 OO0 00|47 19 B6 0B |DE 72 C& 03 G T B E
0 DB 01 6C 48 |EE 03 00 00|00 O3 14 0O |3F OO0 OF OQO|0O1 01 00 OO 001 He. .. N
: 0o 00 00 05(12 OO0 OO0 OQO(0OO O3 1& OO0 |3F OO OF OQO|0O1 02 00 OO0 N
it 0o 00 00 05|20 OO0 OO OOC(20 02 OO0 OQO|0O0 O3 14 Q0|19 0O 02 0O
g1 01 00 00|00 OO OO0 O5(0C OO OO0 OO0 |01 05 00 00|00 OO0 00 05 TR A A A
15 00 00 00 (47 19 B6 0B (DB 72 C& 03 |DB 01 6C 48 |EE 03 00 0O c L G TUECE D R,
01 05 00 00|00 OO OO0 05(15 00 OO0 00|47 19 B6 0B |DE 72 C& 03 G T.@rE
DB 01 6C 48|01 02 00 00 OIH. ..
ChProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat Bytes selected: 4 =~ Offset: (10 (16) 7

The ‘Full details as text’ tab contains a textual representation of the selected key including the NK record, all VK
records, and the SK record. This can be copied and pasted into reports as needed.

Finally, the Hive details tab contains information about the hive where the key was found. This includes the
sequence numbers, timestamp, length, root key name, checksum, and so on.
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General information
Signature

Seguence 1
Seguence 2
Timestamp

Version

Length

Embedded file name
Root cell index
Root key name
CheckSum
Calculated ChedkSum
CheckSum match

Other options

& Technical details for 'Local Settings\Software WMicrosoft\Windows\shel \BagMRL' EI\E'
MK record | Values | Subkeys | SK record | Full detzils as text| Hive details

regf

0x15 (21)

0x15 (21)

2/1/2015 7:15:49 PM +00:00

1.3

Dx%34000 (212,993)
Microsoft\Windows\JsrClass.dat
0x20 (32)
5-1-5-21-146151751-63468 246-1215037915-1000_Classes
OxBCBTI1ELC (-1934156180)
0xB8CB71EGC (-1934156180)

On all tree and grid controls, right clicking on a column header will show a menu that allows for such things as

sorting, showing and hiding columns, showing the filter editor, and submenu related to conditional formatting.

Filters

When filters are in place (by entering text in the areas below the column name), information about the active

filter will be shown at the bottom of the tree or grid as shown below.

[T LR

o

T

‘ Reaqistry hives | Available bookmarks (1/1) |

Key name

¥ Bag
4 | Dx\temp\re\UsrClassDeletedBags.dat
4 5-1-5-21-146151751-63468248- 12150379 15- 1000 _Ck
4 Local Settings
A Software
A Microsoft
4 Windows
A Shell
BagMR.L
Bags
I |u Assodated deleted records

P‘""-.-_.__
C x | [¥] Contains([Key name], 'Bag’) ~
E ] __--'#'r

The leftmost X can be used to clear the active filter, the checkbox can be used to disable the filter without
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The ‘Edit filter’ button on the far right allows you to edit the current filter as needed.

P Registry Explorer v0.0.4.3

File Tools Optic

Filter Editor
Registry hives | A '::? IEI
| Key name "5'!-":' Bt write timestamp
% Bag ¢ [Key name] Contains Bag
4 (@ D:\temp)|  [F valuss] Contains 4 /2015 7:15:43 PM +0...
4 5-1-5-2 19/2011 4:30:48 PM +...
4 | Lo 19/2011 %31:27FM +...
PG 19/2011 4:31: 27 PM +...
A | 19/2011 3127 PM +...

192011 $:31:27 PM +...
192011 4:41:32 PM +...
1/2015 7:15:41PM +0...

* Contains([Key name], 'Bag') And Contains([# values], '4) | = t Edit Filter )

-".'--.--”

Using these options, very detailed filters can be created.

Conditional formatting

The Registry hives tree, Available bookmarks tree, values grid, and Find results grid all support creating rules to
format any column contained therein.

For example, by right clicking on the Key name column in the Registry hives tree, the following menu is shown.
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1 L 1

Key name #... Lastw
3 %l Sort Ascending
4 [ D:\temp\re\Us El Sort Descending 2120
4 [T 5-1-5-21-144] Clear Sorting lasses 0 2/19/:
4 [ Local Settif 0 9/19f;
b F= Muica 1B Celumn Chooser 0 919
4= sofs (5} BestFi Right clicke s
4 [ Mic . 0 9/19/:
Best Fit (all columns) .
AF hf‘l [ 0 9/19/
o | Filter Editor... 0 919/
4 Show Find Panel 0 a/19/z
4 Hide Auto Filter Row e
0 2120

bR 'I.-'irtualsmr@ Conditional Formatting » | B Highlight Cell Rules LY

4 | 5 Assocated deleted records [[fH Top/Bottom Rules 3
I _{-C_7{- . .
4| 5-1-5-21-146151751-63468248-1215037315-100 % Unique/Duplicate Rules »

i | Local Settings
) E%  Manage Rules...

Registry Explorer User Guide

4 | D:\tempre\5.dat f23):
There are options to format things on a variety of conditions, as seen below.
Hide Auto Filter Row 0 9/19/2011 4:31: 34 PM +00:00
1 Q19111 4-31-34 PM +00:00
EH Conditional Formatting » | B Highlight Cell Rules » Greater Than...
Shell [l Top/Bottom Rules C Less Than...
+ [E= BagMRU fi5 Unigue/Duplicate Rules » [[1] Between...
4 [ Bags
=1 B Manage Rules... [=] Equal To..
4 [ Shell 0 9/19/2011 4:41:3 Text that Contains...
[F= {5C4F28B5F869-9E84-8E6... 12 9/19/2011 4:41:3 [=] Custom Condition...
d [ 2 0] gflgle:lllq':q'zﬂrmw—'r—lrI:

If we select the ‘Text that contains...” option and enter ‘Bags’ along with how we want any matching rows to be

formatted, the tree will reflect these changes. For example, if we entered the following conditions:

Text that Contains

Format cells that contain the text:

Baos with |Red Fill with Red Text -

éﬁ.pply formatting to an entire row!

QK. | | Cancel
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The Registry hives tree would then look like the screen shot below. The instances of ‘Bags’ in the highlighted

rows have been circled for emphasis.

Key name #... Lastwrite tm...
¥
4 U D:\temp\re\UsrCla 55Delett 212015 7:1...
4 5-1-5-21-146151751-634968245-1215037915-1000_Classes W] 9/19/2011 ..,
A Local Settings 0 9192011 4.,
s MuiCache 0 9/19/20117:...
4 Software ] 9/19/2011 4.,
A Microsoft 0 9/19/2011 4.,
4 Windows i 9192011 4:...
[ CurrentVersion 0 9/19/2011 4.,
a4 Shell 0 9/19/20114:...
3 [ [ iBagMRL {4 2/1/2015 7:1...
- & Bags ) 0 212015 7: 1...
[ Virtualstore W] 9192011 6:...

These formatting options allow you to create powerful visual indicators when data that is relevant to you is
present in the hives you are looking at. Of course, all formatting options are remembered.

Use the same conditional formatting menu to edit rules.

RECmd
RECmd is a command line tool used to access offline Registry hives. It includes many of the same features as
Registry Explorer including searching, looking at keys and values, and exporting data.

RECmd uses the same back end as Registry Explorer to process Registry hives. RECmd is open source and the
source code is available here.

Getting started
Running RECmd.exe without any arguments displays a list of command line options as shown below.
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.\RECmd.exe
RECmd version ©.7.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/RECmd

Note: Enclose all strings containing spaces (and all RegEx) with double quotes

Hive Hive to search.

Literal If present, --sd and --ss5 sear alue will not be interpreted as ASCII or Unicode byte strings

Rec If present, reco deleted key alues

Rec v Dump keys/values ursively (ignored if --ValueName used). This option provides FULL details about keys and values
RegEx If present, treat <string> in --sk, sv, --sd, and --ss as a regular expression

Sort If present, sort the output

SuppressData If present, do not show data when using --sd or --ss

KeyName Key name. All values under this key will be dumped
ValueName Value name. Only this value will be dumped
SaveToName Saves ValueName value data in binary form to file

StartDate Start date to look for last write timestamps ( ). If EndDate is not supplied, last writes AFTER this date will be returned
EndDate End date to lock for last write timestamps (I f StartDate is not supplied, last writes BEFORE this date will be returned
MinSize i with data size »= MinSize (specified in bytes)
ing> in key names.
alue names
» in value record's value data
» in value rec ‘s value slack

Example: C i \Usr .dat" --sk URL --
] " --StartDate
" --RegEx --si [
" --StartDate > / H:-I:H dDate "@5/28/2
"D:\temp\UsrClass 1.dat" --StartDate " 2 7 AM" --EndDate "85

There are three groups of command line options for RECmd.

General
This category includes the Hive and Recover switches. Hive is always required.

e Hive: The full path to the hive to process. If the path contains spaces, include them in double quotes.

e Literal: If present, the --sd and --ss search value is not interpreted as ASCIl and Unicode strings

e Recover: If present, recover deleted keys and values

e Recursive: If present, dump keys and values recursively from the key specified by KeyName. This option provides
much more detail about keys and values.

o RegEx: If present, treat <string> in --sk, --sv, --sd, and —ss as a regular expression

e Sort: If present, sort the output in a meaningful way based on the type of data requested.

e SuppressData: If present, do not include the contents of value data when using the sd or nd switches. This is
useful for seeing the key paths and value names without the potential noise of the value data itself.

Query
If either the key or value has spaces in them, be sure to enclose them in quotes.

When passing in key names, the root key name is optional. This is because most of the time you will not
even know the root key name in order to be able to include it.

To get default values, use a value name of "(default)".

e KeyName: The key name to look for. If used without ValueName, displays all subkeys and values.
e ValueName: Display only the value specified
e SaveToName: Saves ValueName value data in binary form to a file
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Search

This is a particularly useful feature to locate data across hives in key names, value names, and perhaps
most importantly, in value data.

Searching is broken down into four types, by last write timestamp, value data minimum size, simple string
searches (and regular expression (RegEx) based searches when —RegEX is present).

e StartDate: The earliest date to look for in Registry key last write timestamps. Timestamp should be in UTC.

e EndDate: The latest date to look for in Registry key last write timestamps. Timestamp should be in UTC.

e MinSize: Find values with value data size greater than or equal to the specified size (in bytes).

e sk: Search for <string> in key names

e sv: Search for <string> in value names

e sd: Search for <string> in value record’s value data. The value data will be converted to its equivalent in ASCII
and Unicode and also searched/compared to <string> unless the --Literal switch is used

e ss: Search for <string> in value record’s value slack. The value slack will be converted to its equivalent in ASCII
and Unicode and also searched/compared to <string> unless the --Literal switch is used

Simple searches

The two letter search options starting with ‘s’ are string search options. These options look for matches via
‘contains’ logic rather than ‘begins with’ or similar. For example, if you search for ‘cache’, the following keys would
match if they existed in the Registry hive:

e Muicache
e Cacheitems
e UnCAcHeD

Simple searches are not case sensitive.

To search for binary data in value data, simply string the hex characters you want to find together, separated by
dashes (04-00-EF-BE for example).
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D:Ytem =] tryE: IrEe Cmd
.\RECmd.exe --Hive "D:\temp\re\ALL\UsrClassDeletedBags.dat" --sd "©4-86-EF-BE"
RECmd version 8.7.8.8

Author: Eric Zimmerman (saericzimmermanf@gmail.com)
https://github.com/EricZimmerman/RECmd

Mote: Enclose all strings containing spaces (and all RegEx) with double gquotes
Processing hive 'D:\tempire\ALL\UsrClassDeletedBags.dat’

Initial processing complete. Building tree...

Found root node! Getting subkeys...

Hive processing complete!

Flushing record lists...

Root key name: 5-1-5-21-146151751-63468248-1215637915-1888 Classes

Key: Local Settings\Software\Microsoft\Windows\Shell%\BagMRU\B\8, Value: B, Data: 74-88-
g-86-08-88-88-33-3F-D9-83-11-868-55-73-65-72-73-06-60-00-03-006 - AR == - FE-3A-85-1A

-D9-33-2

Found 1 value data hit

Search took 8.858 seconds

This allows you to find signatures for common data structures ANYWHERE in the Registry. The binary signature
used above is that of a BEEFO004 extension block, commonly used in ShellBags. It contains information such as MAC
dates/times, MFT info, etc.

When using the sd and ss switches, the value data or slack will be converted to its equivalent ASCII and Unicode
representation from the raw bytes. For example, if you searched for Ask, three searches would actually happen:

1. For the Ask string itself
Raw data converted to ASCII string. A case insensitive search against this string is performed. If found,
the position of the hit is used to extract the exact string that was hit on. This string is then converted
back to bytes and reported as a hit.

3. Raw data converted to Unicode string. The rest happens as in step 2.

This allows string searches to find data regardless of encoding or case. If data is found in encoded form, the
exact bytes making up the hit are highlighted. These bytes may differ from the searched for string if the capitalization
was different.

If the --Literal switch is used with sd or ss, then only the first search is done behind the scenes. This allows you to
look for specific byte patterns without RECmd interpreting raw data or slack to ASCIl or Unicode.
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Regular expression searches

When the --RegEx switch is present, the search term used is treated as a regular expression. Regular expression
searches offer much more powerful capabilities to find things at the cost of having to follow a more complex set of rules
when building search terms. Another tradeoff is that it can be slower depending on how complicated your RegEx is.

Enclose the RegEx in quotes to make sure the shell does not try to interpret anything in there.
As with simple searches, regular expression based searches are case insensitive.
Regular Expression examples

Finding keys
To find all keys that contain ‘Microsoft.Bing’ followed by an F, H, or a W, then an o, use the following search:

RECmd.exe --Hive "D:\temp\re\UsrClass 1.dat" --RegEx --sk "Microsoft.Bing[FHW]o”
_\RECmd.exe --Hive "D:\temp\re\ALL\UsrClass 1.dat" --RegEx --sk "Microsoft.Bing[FHW]o"
RECmd version ©.7.8.0

mmerman (saericzimmerman@gmail.com)
thub. com/EricZimmerman/RECmd

Mote: Enclose all strings containing spaces (and all RegEx) with double quotes
Processing hive 'D:\temp\re\ALL\UsrClass 1.dat’

Initial processing complete. Building tree...

Found root node! Getting subkeys...

Hive processing complete!
Flushing record lists...

Root key name: 5-1-5-21-24 4-25 136-2411922467-1185_Classes

: Extensions

: Extensions

: Extensions\C
Settings\Softwa
Settings\Software
Settings\Softwa
rink_3.0.4.
Settings\Software

3d8bbwe ! AppexFoodAndDrink

rrentVersion\AppModel\SystemAppData\ Mt aa: Sttt iod AndDrink_8wekyb3d8bbw

F \AppModel\SystemAppData\[EaNEs S siSod AndDr Swekyb3dsbbwe\Splashscreen\JHEgE
Found 11 keys (via RegEx)

Search took 8.369 seconds

Finding values
To find all values with names that contain either ‘AppName’ or ‘DisplayName’, use the following search:

RECmd.exe --Hive "D:\temp\re\UsrClass 1.dat" --RegEx --sv "(App | Display)Name"

320 results were found in 0.380 seconds, but due to the length of the output, only the first few are shown
below.
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.\RECmd.exe --Hive "D:\tempire\ALL\UsrClass 1.dat”™ --RegEx -- "(App|Display)Name

RECmd version 8.7.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/RECmd

Note: Enclose all strings containing spaces (and all RegEx) with double quotes

Processing hive 'D:‘\temp\reMALL\UsrClass 1.dat’

Initial processing complete. Building tree...
Found root node! Getting subkeys...

Hive processing complete!

Flushing record lists...

Root key name: S-1-

osoft.WindowsLive.
1 AppointmentsP R ppointmentﬁpackageId
tableClassId\Mi soft.WindowsLive.C (mdsmbn j )
ntractId\Windows.AppointmentsP
vatableClassId\Microsoft.WindowsLiv
ntrartId\Hindoms Appointmentspr

y _]aqo mca, Value
~H1nd0m5 BackgroundTasks\P d\Microsoft.BingFinance
ansfer.Internal.BackgroundTransferTask.ClassId.1l, Value: [EES
ntractId\Windows.BackgroundTasks\PackageId\Microsoft.BingFinance
ansfer.Internal.NetworkChangeTask.ClassId.1, Value: m

ey : ntractId\Windows.BackgroundTasks\PackageId\Microsoft.BingFinance
rh.ng ContentPrefetcher.Internal.ContentPrefetcherTask.ClassId.1, Value: m

vindo

soft.window

x64

x64

x64

ractId\Windows.BackgroundTasks\PackageId\Microsoft.BingFoodAndDrink_3.0.4.2

dAnle ink. App;(o c7c5was2w5nzjj8ed5fk swbngh.mca, Value:

Finding data

Registry Explorer User Guide

wscommunicationsapps 17.5.96808.

ndowscommunicationsapps 17._5.0¢

e.wwa, Value: m

i wscommunicationsapps
 Velue: RTINS

scommunicationsapps 17.5.9688.2

2, Valuo: ESERIENE

__ Bueky 8bbweMActivatableClas
_ Bueky SbbweMActivatableClas
__ Bueky 8bbweMActivatableClas

__ 8wekyb3d8bbwe\ActivatableClas

«64__ Bwekyb3dsbbwe\Activatabl

To find all values whose data contains ‘URL:bing’ followed by either an m, h, or s, use the following search:

RECmd.exe --Hive "D:\temp\re\UsrClass 1.dat" --RegEx --sd "URL:bing[mhs]"

Page 57 of 61
Last revised: 7/7/2015 2:36:17 PM



Registry Explorer User Guide
.\RECmd.exe --Hive "D:\temp\re\ALL\UsrClass 1.dat" --RegEx --sd "URL:bing[mhs]"
RECmd version 8.7.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/RECmd

Note: Enclose all strings containing spaces (and all RegEx) with double quotes
Processing hive 'D:‘\tempire‘\ALL\UsrClass 1.dat’

Initial processing complete. Building tree...

Found root node! Getting subkeys...

Hive processing complete!

Flushing record lists...

key name: 5-1-5-21-2417227394-2575385136-2411922467-1185 Classes

binghealthnfitness, Value: (default), Data: UiRRsGEEcalthnfitness
bingmaps, Value: (default), Data:
bingsports, Value: (default), Data:

Found 3 value data hits (via RegEx)

Search took 8.494 seconds

For more examples, run RECmd.exe without any command line arguments.

All regular expressions must of course be valid .net regular expressions. Different flavors of RegEx providers
allow for different syntax, so be sure to use the proper syntax.

RegEx tutorials for .net.
https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

http://regexhero.net/reference/

https://msdn.microsoft.com/en-us/library/hs600312%28v=vs.110%29.aspx

http://www.codeproject.com/Articles/9099/The-Minute-Regex-Tutorial

http://www.systemtextregularexpressions.com/help

RegExBuddy is an awesome tool for building and testing RegEx against data sets.
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Version changes

Version 0.7.1.0

RECmd changes
New: Added --Dir switch. This recursively searches for hives in a given directory and searches each of them

Registry Explorer changes

New: Registry Explorer can now function as a "default application" in that you can associate RE with *.dat and then
double click hives. This also allows for setting up RE in other apps like X-Ways as an external viewer, dragging and
dropping hives onto RE shortcut/executable, etc

New: Added Check for updates to About menu

Version 0.7.0.0
As of 0.7.0.0, Registry Explorer and RECmd are included together.

RECmd changes

NEW: Added —Literal switch. When present, --sd and --ss switches will not be interpreted

NEW: Added --ss switch for searching Value slack space

NEW: Search terms are now highlighted in search results. Edit nlog.config to adjust colors for foreground and
background

NEW: Added --RegEx switch. When present, treat <string> in --sk, --sv, --sd, and --ss as a regular expression
NEW: If nlog.config is missing, add default config and warn user

CHANGE: Switches are NOT case sensitive any more

CHANGE: Remove RegEx specific switches (See --RegEx above)
CHANGE: Tweak command line option descriptions

CHANGE: Updated nlog

See here for changes in version 0.6.1.0.

Registry Explorer changes

This version is pretty much a complete rewrite under the hood. This was done to address performance issues
due to initial (bad) design decisions.

Hive processing is fully asynchronous, but very large hives can take a few seconds to display once the hive is
loaded. This is due to the need to load all

NEW: Full support for searching including key names, value names, and value data, both with simple searches and
RegEx. Searching based on last write timestamps is supported as well

NEW: Fully asynchronous loading of hives which keeps the GUI responsive, even when loading 100+ MB hives (I am
looking at you SOFTWARE hive)

NEW: Tech details hex editors now update with offset and selection length when bytes are selected

NEW: Added value context menu to copy value summary (a combination of name, type, and data), name, type, data, and
slack to clipboard

NEW: Add value context menu to export data and slack to a file

NEW: Settings for things persist
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NEW: Search strings are remembered and autopopulate when typing on the Find form. Use the Tools menu to clear
NEW: Added Convert | To hex ASCIl and To hex Unicode to Find. This allows you to look for encoded strings in value data
without having to manually convert strings to hex
NEW: Allow deleting of user created bookmarks in Bookmark Manager via Ctrl-Delete
NEW: Added context menu to Available bookmarks (Copy, expand/collapse, tech details) that work the same as the
'Registry hives' context menu options
NEW: Added 'Jump to key' context menu item on Available bookmarks tab that will select the hive's key on the 'Registry
hives' tab
NEW: More hot keys added to main/context menus
NEW: Added 'Root key name' to Tech details | Hive details properties and strip root key from Tech details window title
to save space
NEW: Added Export 'Registry hive' menu to File menu. This exports the tree exactly as it is shown to the selected format
NEW: Enable/disable expand/collapse subkey options depending on the expanded state of the selected key
NEW: Save positions of vertical and horizontal splitters
NEW: Trees and grids all save settings (sorting, filtering, conditional formatting rules) between sessions
NEW: Save size of main form
NEW: Improved hex editor control for RegBinary keys. Added offset, selection length, and data interpreter
NEW: Added 'Show associated deleted records' and 'Show unassociated deleted records' to Options menu
NEW: Added 'Slack viewer' tab for values that have slack space
NEW: Added 'Show parent keys when filtering' to options menu. Turning this OFF shows only the keys that match the
filter. When ON, parent keys to keys matching the filter are also shown
NEW: Added a Total messages counter to lower status bar (far right) that indicates the total number of messages
available on the Messages form
NEW: Added skinning support. Active skin can be changed from the Options menu
NEW: Added icon for Registry hive in the Registry hives tree to visually separate it from keys
NEW: Make hive name bold to make it stand out from keys
NEW: Tech details info can be copied via Ctrl+C (just the value) or Ctrl+Alt+C (Name: Value)
NEW: All hex viewers now support Ctrl+C to copy selected bytes to clipboard
NEW: Search for minimum value sizes added
NEW: Search in value slack added

CHANGE: Allow resizing of window below 800x600

CHANGE: Drag and dropping of hives supported on any of the 3 main sections of Registry Explorer
CHANGE: Status bars adjusted. Added options to hold Shift when double clicking in order to copy different parts of the
key/value

CHANGE: Add vertical scroll bar to Technical details hex editors

CHANGE: Rename tree context menus from 'child nodes' to 'subkeys'

CHANGE: Hide Messages form by default since things load and process faster when its hidden
CHANGE: Icon for existing key placeholder in Associated deleted records updated

CHANGE: Icon for Associated deleted records updated

CHANGE: Made legend icons bigger

CHANGE: Bookmarks manager now allows editing/deleted both common and user created bookmarks

FIX: Bug fixes in Registry parser (yay unit tests)
FIX: Show SK record in Technical details form

Version 0.2.0.0
NEW: Added new tab in upper left, Available bookmarks, that shows all available bookmarks across all loaded Registry
hives
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NEW: Added 'Technical details' option to context menu. Use this to view all the down and dirty details about a key
including its bytes, its security key, subkeys, values, etc. This provides an easy to use way to explore and validate Registry
tools
NEW: Added several hotkeys for commonly used key context menu items
NEW: Allow exporting of keys either individually or recursively to .reg format via the context menu
NEW: Add 'Collapse all hives' button to status bar.
NEW: Added more bookmarks

CHANGE: Prevent illegal file name characters in category names (\, /, |, and so on). Any illegal characters will be replaced
with an underscore

CHANGE: Nlog logging added

CHANGE: Registry parsing is now ~150% faster and memory usage reduced by 40-80%

CHANGE: Prevent the same hive from being loaded more than once

CHANGE: Expand the top level node after loading a hive

CHANGE: Hide or unhide all matching keys in all open hives vs only the active hive

FIX: When removing keys from auto hide list, remove any hidden keys in the tree that match as well
FIX: Actually export the timestamp when exporting Messages
FIX: GUI polish

Version 0.1.8.0

Initial release

Appendix A - Contributors
The following people have contributed in one way or another during the development and refinement of SBE

e SA/FE Devon P. Ackerman devon.ackerman@ic.fbi.gov, sadevonackerman@gmail.com
e David Cowen @HECFBlog

e Dan Pullega @4n6k

e Jerod Alexander @jerod

o  Willi Ballenthin @williballenthin

Appendix B - Additional resources
e http://binaryforay.blogspot.com/: Contains detailed postings on the internal workings of the Registry

e https://github.com/EricZimmerman/Registry: Source code for the back end parser used in Registry Explorer

e https://github.com/EricZimmerman/RECmd: Source code for RECmd
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